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ENCRYPTION CLOAKING WITH A
MODIFIED RADIX-N FUNCTION FOR
ENHANCED SECURITY

CROSS-REFERENCES TO RELATED PATENTS

This application claims the benefit of U.S. Provisional
Application 63/553,456 filed on Feb. 14, 2024 and is incor-
porated herein by reference. This application claims the
benefit of U.S. Provisional Application 63/548,184 filed on
Nov. 11, 2023 and is incorporated herein by reference. This
application claims the benefit of U.S. Provisional Applica-
tion 63/773,331 filed on Apr. 2, 2024 and is incorporated
herein by reference.

BACKGROUND OF THE INVENTION

Aspects of the present invention relate to machine cryp-
tography. Data exchange between computing devices often
takes place over communication channels that are not
secure. Furthermore, networked devices are often a (unin-
tended) gateway to the management, control and security of
the network and devices attached to a network, wherein the
network is often connected or part of a public network such
as the Internet and may provide access to a bank account or
access to a house, a garage, a car, a refrigerator, a camera,
a thermostat, a cell phone, a tv device, a tablet, a PC, an
industrial facility, the electricity network or other utility
network, radar installation, or any other computing device
that is enabled to communicate. It is important to guard
against unauthorized access of connected devices and to
keep the information that is exchanged as private as possible
and to validate electronic messages.

Cryptographic procedures performed by machines of
authentication, public and private key generation and dis-
tribution, encipherment and decipherment rely on public and
standard procedures wherein at least one aspect is secret and
user specific, but the steps of a procedure are known,
including logic functions and/or logic circuits that are used.
Many cryptographic procedures are for instance published
as standards by the National Institute of Standards and
Technology (NIST) of the US Department of Commerce. An
advantage is that some of the best procedures are made
publicly available. Because such procedures are so widely
used they are also widely studied and susceptible to ever
improving attacking procedures. Because the published
security procedures are recognized as being among the best
available, the general user is generally unable to develop a
new procedure that is better than the standard ones.

It increases security if one modifies existing crypto-
graphic procedures in an unpredictable or hard to predict
way that would make attacks on security procedures harder
to be successful while maintaining strong aspects of known
security and cryptography programs and procedures.
Accordingly, novel and improved methods and devices are
required that use difficult to predict parameters in modifying
standard cryptographic methods and devices and offer create
new ones.

SUMMARY OF THE INVENTION

In accordance with an aspect of the present invention a
cryptographic device is provided, In accordance with one or
more aspects of the present invention a cryptographic device
is provided, comprising: memory in a first computing device
enabled to store data in and to retrieve data from, including
instructions; a processor in the first computing device con-
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2

figured to retrieve instructions from the memory to perform
the steps: implementing an n-state reversible 2 operand
function and an n-state 2 operand transition function; pro-
cessing as a radix-n operation upon two series of p bits as
two words of k n-state elements, the radix-n operation
generating with the n-state reversible 2 operand function an
n-state residue element and with the n-state 2 operand
transition function an n-state transition element, with n an
integer greater than 3, k an integer greater than 1 and p an
integer being 16 or greater; generating with the n-state
reversible 2 operand function with the n-state residue ele-
ment and the n-state transition element as input operands an
n-state output element in an output word of k n-state
elements, wherein the radix-n operation is a non-reversible
operation; generating a cryptographic message from the
output word of k n-state elements in an encryption or a
hashing of an electronic message; and outputting the cryp-
tographic message on a physical transmission channel to a
second computing device.

In accordance with a further aspect of the present inven-
tion a cryptographic device is provided, wherein n=2"k.

In accordance with a further aspect of the present inven-
tion a cryptographic device is provided, wherein the n-state
reversible 2 operand function is characterized as an addition
over GF(n), with GF(n) being a finite field of n different
elements.

In accordance with a further aspect of the present inven-
tion a cryptographic device is provided, wherein the n-state
reversible 2 operand function is an involution that is not
characterized as an addition over GF(n), with GF(n) being a
finite field of n different elements.

In accordance with a further aspect of the present inven-
tion a cryptographic device is provided, wherein the n-state
2 operand transition function is characterized by an n by n
n-state lookup table, with no more than n+n/2 and not fewer
than n/2 of each n-state element.

In accordance with a further aspect of the present inven-
tion a cryptographic device is provided, wherein the k
n-state elements are part of a state array in an Advanced
Encryption Standard—Galois Counter Mode (AES-GCM)
encryption and at least one round in an AES-GCM key-
stream generation is modified by replacing a bitwise XOR of
the two words of p bits in the state array by the radix-n
operation on k n-state elements.

In accordance with a further aspect of the present inven-
tion a cryptographic device is provided, wherein the k
n-state elements are part of a state array in an ChaCha20
encryption and at least one quarter-round in a ChaCha20
keystream generation is modified by replacing a bitwise
XOR of the two words of p bits in the state array by the
radix-n operation on k n-state elements.

In accordance with a further aspect of the present inven-
tion a cryptographic device is provided, wherein the k
n-state elements are part of a state array in an ChaCha20
encryption and at least one quarter-round in a ChaCha20
keystream generation is modified by replacing an addition
modulo-2"32 of two words of p bits in the state array by the
radix-n operation on k n-state elements.

In accordance with a further aspect of the present inven-
tion a cryptographic device is provided, wherein the n-state
reversible 2 operand function is an FL.Ted version of another
n-state reversible 2 operand function.

In accordance with a further aspect of the present inven-
tion a cryptographic device is provided, wherein n-state 2
operand transition function is an FLTed version of another
n-state 2 operand transition function.
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In accordance with a further aspect of the present inven-
tion a cryptographic device is provided, wherein the cryp-
tographic message is generated by a cryptographic operation
selected from the group consisting of an encryption, a
decryption and a hashing operation.

In accordance with yet a further aspect of the present
invention a cryptographic device is provided, wherein the
radix-n operation is applied in a one-way manner, wherein
the cryptographic message is generated as part of a crypto-
graphic operation selected from the group consisting of
ChaCha20 encryption, Advanced Encryption Standard-Ga-
lois Counter Mode (AES-GCM) encryption, Secure Hashing
Standard (SHS FIPS 180-4) hashing, MD5 hashing and
SHA-3 (FIPS 202) defined hashing and Keccak defined
hashing.

In accordance with yet another aspect of the present
invention an apparatus is provided, wherein the crypto-
graphic circuit is selected from a processing circuit perform-
ing an encryption, a decryption, a message digest generator,
a signature generator, an authentication generator, a genera-
tor of a private key/public key.

In accordance with yet another aspect of the present
invention an apparatus is provided, wherein the memory
contains at least 25,000 (twenty-five thousand) different
configurations of an n-state 2 operand function.

In accordance with yet another aspect of the present
invention an apparatus is provided, wherein the memory
contains at least 100 different configurations of an n-state 2
operand function.

In accordance with yet another aspect of the present
invention an apparatus is provided, wherein signals are
generated by a processing circuit in accordance with a Finite
Lab-transform (FLT) modified Secure Hash Standard (SHS)
message digest.

In accordance with yet another aspect of the present
invention an apparatus is provided, wherein signals are
generated by a processing circuit in accordance with a Finite
Lab-transform (FLT) modified Advanced Encryption Stan-
dard (AES).

In accordance with yet another aspect of the present
invention an apparatus is provided, wherein signals are
generated by a processing circuit in accordance with a Finite
Lab-transform (FLT) modified published Federal Informa-
tion Processing Standards (FIPS) cryptographic operation.

In accordance with yet another aspect of the present
invention an apparatus is provided, wherein the apparatus is
selected from the group consisting of: a computer, a mobile
phone, a smart phone, a fob, a car door opener, a garage door
opener, an access card, a chip card, an Automatic Teller
Machine (ATM) card, a credit card, a camera.

In accordance with yet another aspect of the present
invention an apparatus is provided, wherein a remote appa-
ratus is selected from the group consisting of: a computer, a
car door controller, a garage door controller, an access
controller, a server, an Automatic Teller Machine (ATM), a
credit card server, a database server, an order management
server, a transaction server, a camera, an application server.
Many applications are being hosted remotely or are accessed
remotely. For instance one may install a computer program
on a first computer and access it via a second computing
device. One may protect access to a computer or part of a
computer or computer functionality, including even access
to folders on a computer, by a simple password or PIN. For
high security applications and/or data one may require a
higher level of protection as described herein. In that case
activating a computer expressly includes activating part of a
computer or computer functionality or computer application.
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One may call that part of a computer. One may also apply
aspects of the disclosure in a Virtual Private Network (VPN)
server.

In accordance with yet a further aspect of the present
invention a method is provided, wherein n>3 and an n-state
symbol is represented by a plurality of bits.

BRIEF DESCRIPTION OF DRAWINGS

FIGS. 1 and 2 are diagrams of a device that modifies a
switching operation in accordance with various aspects of
the present invention;

FIGS. 3, 4 and 5 are screenshots of switching tables
generated by a computing device in accordance with one or
more aspects of the present invention;

FIG. 6 is a screenshot of computer instructions that
modify a 2 operand n-state function in accordance with one
or more aspects of the present invention;

FIG. 7 is a block diagram of a computing device in
accordance with an aspect of the present invention;

FIG. 8 illustrates network configurations in accordance
with various aspects of the present invention;

FIG. 9 are screenshots of 2-state computer operations;

FIG. 10 illustrates in diagram a radix-n operation on
words of 4 elements;

FIG. 11 illustrates in diagram a radix-n operation on
words of 4 elements that reverses the operation of FIG. 10;

FIG. 12 is a screenshot of computer instructions that
perform a radix-operation in accordance with one or more
aspects of the present invention;

FIG. 13 is a screenshot of computer instructions that
perform a residue determination and a transition element
determination of a radix-n operation in accordance with one
or more aspects of the present invention;

FIG. 14 is a screenshot of look-up tables of reversible
n-state operations;

FIG. 15 is a screenshot of look-up tables of n-state
transition element operations;

FIG. 16 is a screenshot of a reversible n-state operation
and a screenshot of a corresponding canonical n-state tran-
sition function;

FIG. 17 is a screenshot of a canonical 8-state transition
function;

FIG. 18 is a screenshot of computer instructions that
generate an n-state operation of 2 words of 2 or more p-state
elements with p<a.

FIG. 19 illustrates expressions that characterize computer
operations in a hashing operation;

FIG. 20 illustrates in diagram a radix-n operation;

FIG. 21 is a screenshot of a computer program to generate
novel involutions in accordance with various aspects of the
present invention;

FIG. 22 is a screenshot of a computer program to extend
an involution in accordance with one or more aspects of the
present invention;

FIG. 23 is a screenshot of a 16-state novel involution
generated in accordance with one or more aspects of the
present invention;

FIG. 24 is a screenshot of 8 by 8 8-state transitional
functions generated in accordance with one or more aspects
of the present invention; and

FIG. 25 is a diagram illustrating data flow implemented
by computer instructions screenshot of FIG. 12.

DETAILED DESCRIPTION

Previous patent applications, as incorporated herein by
reference, teach a modification of a discrete computer
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switching functions, which is called herein a primitive
computer switching function, a primitive switching func-
tion, a primitive function, an n-state primitive computer
switching function, an n-state primitive switching function
or an n-state computer function. It is believed that one of
ordinary skill knows directly or from the context of this
disclosure what is meant by these terms. It will be explained
again and superfluously, it is believed, next.

Computer devices apply components that operate on
discrete signals and that have at least one input and often two
or more inputs and at least one output. A discrete signal is
a physical phenomenon, such as a voltage or a current, a
resistance, a potential, a light intensity or light frequency, a
quantum-mechanical, a mechanical, a magnetic, an electro-
magnetic or any other physical phenomenon that is detected
by and/or in a device. The appearance of a physical phe-
nomenon has a particular value (a measurable value or an
absence thereof) or falls in a range of values. In describing
a working of a discrete switching device, commonly a
representative state is used to represent the actual physical
value of the signal. The state of the signal also may represent
the physical state of the device.

For instance, a computer device may work in a binary or
2-state mode. Signals in such a device fall in a range of two
values, wherein a first range is designated as for instance
state HIGH and a second range as state LOW. In CMOS, a
binary XOR device, such as cd74hc86 of Texas Instruments
operates is a range of HIGH and LOW values, wherein in
operational conditions these ranges do not overlap. For
instance the HIGH value is not higher than the DC supply
value and never lower than 3.15V ata Vec of 4.5V and LOW
is never higher than 1.35V ata Vcc of 4.5 V. These and other
conditions are explained in the cd74hc86 datasheet, pub-
lished by Texas Instruments on September 2003, which is
incorporated herein by reference. The switching behavior of
the XOR device is provided in a switching or truth table on
page 2 in the datasheet. One can see that the datasheet refers
to states L. (=low) and H (=high.) According to the datasheet,
these binary states L and H represent 2 ranges of Voltages.

Another way to represent the input and output voltages is
by assigning a numerical value to the states L and H. For
instance, the state L is called 0 and the state H is called 1.
This changes nothing in the device itself. It only changes
how the physical state is interpreted. It should be clear that
the state 0 is not 0 Volt and the state 1 is not 1 Volt in this
case. For presentation and input devices may be included to
assign these states to a voltage. For instance a computer may
have as input a keyboard with keys representing digits.
Hitting a key with label 1, may cause a signal of 3.5 Volt
(representing state 1) to be provided on an input. A signal of
3.5 Volt may be generated on an output of a device such as
an XOR device. This signal may be provided to a display. A
character generator of the display may recognize the 3.5 Volt
as a discrete binary signal that represents 1 and generate
pixels of a character 1 that is activated on the display. This
demonstrates that the XOR device merely switches signals
in accordance with a physical structure of the device and that
the signals are represented by states, in one case the binary
states 0 and 1. One may give any name to the signals like
COLD and WARM. However, the representation by states 0
and 1, provides the impression that the XOR device per-
forms a mathematical operation, being the modulo-2 addi-
tion. It is strongly emphasized that no addition is performed
by the XOR device. For instance assume state 0 represents
0.9 Volt. The inputs 0.9V and 3.5V in accordance with the
datasheet will generate 3.5V. An addition of these voltages
would be 4.4V. But the XOR device does not generate 4.4V,
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6
but 3.5V. Accordingly, an XOR device is a 2-state switching
device. The device may be called a Mod-2 Adder, but that is
not what physically takes place. An AND switching device
is often described as a modulo-2 multiplication, using rep-
resentation by states 0 and 1.

This is subject matter of what is called Machine Arith-
metic or Computer Arithmetic which teaches arithmetical
machines based on logic components, which currently are
mostly binary logic electronic components. The subject
matter is disclosed in Kai Hwang, Computer Arithmetic,
1979, John Wiley and Sons, Inc. and Gerrit A. Blaauw
(hereinafter “Blaauw™), Digital System Implementation,
Prentice-Hall, Inc. 1976 which are both incorporated herein
by reference.

There are 16 possible binary 2-input/1-output switching
devices. These include the OR, AND, NAND, NOR,
EQUALITY, ALWAY, NEVER, GREATER functions, as
explained on pages 351 and 352 of Blaauw.

Blaauw explains on page xxvii that a digital machine can
be viewed from 3 levels. The highest level is the architec-
ture, which specifies the functional behavior of a system.
The lowest level is the realization, which describes the
physical components and structure of the system and would
include the earlier mentioned datasheet of the XOR device.
The middle level is the implementation, which describes the
logical structure of the components and may use switching
algebra or switching tables. A logical structure (the switch-
ing tables) may be used in different forms of realization. For
instance, a switching table may be stored in a memory such
as a non-transitory storage device, wherein inputs generate
an address that holds the representation of an output state. A
switching device may also be realized in a combinational
switching device.

Furthermore, components may be realized in different
technologies such as electro-mechanical relays, TTL com-
ponents or CMOS components for instance, which should
not be considered to be limiting. The logical structure in
different technologies may be identical while the compo-
nents may apply substantially different components. Accord-
ingly, even if one works with different switching technolo-
gies or even upfront not narrowly defined switching
components, one can still design the logical structure of a
device. This is not unlike defining an electronic device like
an amplifier. Using realizable limitations, an amplifier can
be defined as a generic device with a transfer function and
relevant impedances, which can be realized with different
types of components.

One can thus provide a logical structure of a switching
device, described by for instance switching operations (like
XOR and AND) and be sure that these operations or switch-
ing functions can be physically realized. Physically realized
means a physically circuit is realized that operates in accor-
dance with the required switching table. A device herein may
be cited as a function. That is: a binary switching function
and an n-state switching function are not only descriptions
of a functional performance, but also represent a physical
realization of the switching function herein. Much discus-
sion takes place around the concept of an “abstract idea.” An
arithmetical operation is often considered to be an abstract
idea. To prevent such confusion, any logical operation herein
is a physical operation. For convenience physical signals are
represented by states to facilitate understanding of the
subject matter. However: all functions herein represent not
only a logical structure but also the underlying realization.
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A computer may execute the following statements (as
represented in Matlab for instance):

@®
@
&
G
®
©
M

BAND = [12;21];
b4 =1;
bB=1;
A=b4d+1;
B=bB+1;
OUTPUT = BAND(4, B);

C =0UTPUT -1

The above Matlab instructions, indicated by line numbers,
physically perform the following steps. In step (1) non-
transitory memory (until overwritten) loads on identified
addresses indicated by name BAND, 4 data elements, being
addressable elements in a 2 by 2 array. The stored data
elements are generally not in volts the value of the data
elements. In general a data element is a fixed length binary
word that is presented by a conversion on a display as stored
values 1 and 2.

How data elements are stored and retrieved is well known
in the art. In general an address coder/decoder is applied.
Physical housekeeping procedures, such as assigning sym-
bolic names as variables to memory addresses and so on are
hidden from computer users by internal operating system
and programming language features. However, it is under-
stood that these housekeeping facilities are physical opera-
tions. The physical working of processors and memory
management and communication protocols are well known
to one of ordinary skill. The working of for instance micro-
processors in that regard is explained in the book The Intel
Microprocessors, Eight Edition, Barry B. Brey, Pearson
Prentice Hall, Columbus, Ohio, 2009 which is incorporated
herein by reference.

BAND is thus a representation of a binary switching
function table, wherein the state of the output depends on
two inputs, which may be called row number and column
number. Matlab starts counting indices of arrays from origin
1, as row or column number 0 do not exist in Matlab. FIG.
1 illustrates the physical operation of the switching device
represented by BAND. Device 100, which may be an
addressable memory or a combinational circuit, has two
inputs: IN1 and IN2 and an output providing signal OUT-
PUT. In case of 100 being an addressable memory, IN1
indicates an address that represents the row number of array
BAND and IN2 represents the column number of switching
table 101 indicated as BAND. One can see from 101 that
input IN1=2 and IN2=2 generates output 1, as BAND(2,2)=
1. Often multiple switching devices are used to create an
application, like a binary adder or multiplier. That means
that an output of a first device is used as an input for a next
device. For that reason the output of a switching device
should be in the same representation as the inputs, being
states 1 and 2 in this case.

One can see that table 101 represents a switching table
and not a true addition. Clearly 1+2 is not 2, but BAND(1,
2)=2. It is possible to design useful composite binary switch-
ing circuits, such as a ripple carry adder circuit, representing
signals as having states 1 and 2. This is because no math is
performed by individual binary devices.

For better understanding of a digital design it is beneficial
to represent the switching states as 0 and 1, because this then
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looks like modulo-2 operations, even if the switching opera-
tions do not use the actual voltages of 0 and 1 Volt. This
method of representing physical states by symbolic values 0
and 1 was introduced by Claude Shannon in 1936 in his
Master of Science Thesis at MIT, entitled A Symbolic
Analysis of Relay and Switching Circuits, which is incor-
porated herein by reference. An advantage of this represen-
tation, which has been adopted universally by digital system
designers, is that digital circuits can be presented by Boolean
Logic statements. Unfortunately, this sometimes leads to
assertions that digital binary circuits perform Boolean
Logic. This is of course not true, even if colloquially this is
asserted. A circuit does not perform a Boolean logic state-
ment, no more than a falling body performs the formula of
Newton’s gravitational law.

In the above Matlab statement, it appears that one is stuck
with the 1 and 2 state. The representation of signals as state
0 and 1 is only for human convenience. To the circuit and the
operation thereof, it does not matter what the actual signals
are called. To make the Matlab program better to understand
for humans, the following statements are included. A first
input signal bA=1 is provided in (2) and a second input
signal bB=1 in (3). To comply with the origin 1 requirement
of Matlab, A=bA+1 is performed in (4) and B=bB+1 in (5).
This allows Matlab operations in origin 1, for instance on
XOR device 100 represented by table 101.

The output of device 100 1is generated by
OUTPUT=BAND(A,B) in (6). For presentation on a display
in origin 0, Matlab prints on a screen in (7) C=OUTPUT-1.
Matlab does not display an output of a statement when a line
is ended with the “;” symbol. Line/statement (7) does not
end with “;”” and thus the value of C is displayed on a screen.
While it seems that a modulo-2 arithmetical operation is
performed, the naming of states as 1 and 2 demonstrates that
this is purely a switching operation.

Arithmetic and logic functions are performed by physical
switching devices in computers. They are often created in an
Arithmetic Logic Unit (ALU) of a processor or they may be
separate functional units. In general arithmetic on computers
(both floating point and integer) is a combination of instruc-
tion sets operating on hardwired instructions and operations.
It is to be understood that all operations on a computer, even
when designated as mathematical operations are in effect
hardware switching operations.

Most processing steps on a computer relate to operations
on data representing non-binary variables. These may be
ASCII characters or other non-binary data. It is possible to
create non-binary physical switching devices. However,
currently processors mainly operate with binary switching
devices. Characters are represented by binary words of 2 or
more bits which are processed by binary circuitry. Floating
point arithmetic operations are an example of that.

Most arithmetical and logical operations on a computer, if
not all, apply standard representations and reflect standard
logic and arithmetic. This includes binary and decimal
arithmetic and radix-n arithmetic or modulo-n arithmetic.
The standard capability of computers include possibility to
perform what is often described as addition and multiplica-
tion over a finite field GF(n) with n being a prime number.
Also possible is performing addition and multiplication over
extension finite field GF(n=p“) wherein p is a prime greater
than 1 and k is an integer greater than 1. In some cases
general modulo-n multiplication and/or addition is used.
These operations apply switching functions that are repre-
sented by known binary and/or non-binary switching tables
or switching function tables.
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For convenience n-states are used in numerical form,
usually in origin O in [0, 1, 2, . . . n-1] or in programs like
Matlab in origin 1 in [1, 2, 3, . . . n]. It is to be understood
that each of n states corresponds to a real physical state that
may be a word of binary signals.

Accordingly, n-state switching tables herein correspond to
physical switching and n-state switching devices and are
physical devices. None of the devices herein performs any
arithmetical operation, even though for convenience arith-
metical terms may be used.

One aspect of the present invention relates to the use of
non-binary or n-state inverters which can be reversible or
non-reversible. An n-state inverter is characterized by n
symbols of which each can assume one of n-states. For
convenience a numerical representation is used running
from 0 to (n-1) or from 1 to n. An n-state inverter is assumed
to have n possible input states. Each input generates an
output. The n-state inverter is represented by the vector
expression: [0 12 ...n-1]—[a0 al a2 . .. an-1]. The left
side represents the possible input states and the right side the
output, wherein a0 is the output state generated by input
state 0, al is the output state generated by input state 1, a2
is the output state generated by input state 2, and an-1 is the
output state generated by input state n—1. The states of a0,
al, a2, ...an-1 are selected from states 0, 1, 2, .. . n-1 and
can be all different, in which case the inverter is reversible
or at least two output states are the same, in which case the
inverter is non-reversible.

An example of a reversible 4-state inverter is [0 1 2 3]—[2
0 3 1] in which input state O generates output state 2; input
state 1 generates output state 0; input state 2 generates output
state 3 and input state 3 generates output state 1. An example
of a non-reversible 5-state inverters is [0 1 23 4]—[223 1
3]. Both input states 0 and 1 generate output states 2. It is
impossible in that case to determine from the output state
what the input state was. The reversing n-state inverter
reverses the n-state inverter back to [0 1 2 . . . n-1]. The
reversing inverter of 4-state inverter [0 1 2 3]—=[203 1] is
[0123]-[1302].

There are n'n n-state inverters of which n! are reversible
including the identity. There are over 16 million 8-state
inverters of which 40,320 are reversible and includes [0 1 2
34567]—[0123456 7] which is the identity 8-state
inverter. The number of reversible inverters becomes very
large when n increases. For n=16 there are over 2*¥1013
reversible inverters. Accordingly, the probability to predict
an n-state inverter or to analyze data to determine use of an
n-state inverter becomes extremely low.

There are different ways to have a machine, which herein
is a digital computer or a processor or digital circuit that
process discrete signals, create and store an n-state revers-
ible inverter. The computer language Matlab (or public
variant Octave) is used for illustrative examples. Matlab is
close to pseudo-code and is easy to understand. It is to be
understood that processing instructions provided herein may
be implemented in other computer languages or technolo-
gies. For example implementation may be in APL, C, C++,
Cit, Java, Python, Fortran, Visual Basic, in assembler lan-
guage or machine instructions or in hardware configurations.
All implementations when done correctly will create the
appropriate circuits to execute the herein provided machine
processes. One way to simply create an n-state reversible
inverter is to create a sequence of n integers in a range 1:n
or O:n-1, depending on the computer language, wherein
each integers only occurs once. A Matlab instruction that
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performs such generation is inv=randperm(n) which gener-
ates a sequence of n integers in the range 1:n wherein each
integer occurs exactly once.

Another way is to generate a sequence of n consecutive
integers aa=l:n and select at random an integers while
maintaining a counter. AA=1:n; x=AA(randi(lengths(AA),
1)) and inv(i)=x (select at random an integer from AA as the
ith element of inv; remove the selected element from AA:
AAX)=[ ]. Another way to create a reversible n-state
inverter is to apply a rule that guarantees a bijection modi-
fication. For instance inv(i)=a*i+b mod-n would be such a
rule. Other rules are contemplated, for instance a rule
including transposition.

When to use a rule and when to generate a random n-state
inverter. That depends on how large n is. The n-state inverter
will be used in the Finite Lab-Transform or FLT, which is a
modification of an at least 2-operand n-state operation. An
n-state operation itself can be implemented in different ways
in a computer. For instance, a 2-operand operation known as
an addition over GF(2k) is physically an bitwise XOR of two
words of k-bits. One may physically realize that by using a
set of k XORs. However, one may also create an n by n table
that is addressable by 2 inputs. Rather than actually execut-
ing XORs one may find the result in a table by using the
inputs to form an address. In Matlab that is extremely simple
to achieve. For instance one may create a 16 by 16 table sc16
representing in decimal form the bitwise XOR of words of
4 bits and use as input the decimal operands. For instance
OP1=[10 11] is represented by decimal 11. Assume OP2 also
to be [10 11] and the XOR(OP1,0P2)=[0 0 0 0]. This can be
executed by stared table sc16 as sc16(11,11)=0. Unfortu-
nately arrays and vectors in Matlab are indexed starting at 1
(origin-1). This requires to represent all data by data+1. And
thus in Matlab it would be implemented in sc16(12,12)=1. In
one way this is unfortunate for human understanding. On the
other had it shows that this aspect of ‘computer arithmetic’
is a machine operation that is different from human arith-
metic. There is no inherent awareness or meaning in
machines what a signal represents. It all has to be defined,
constructed and/or programmed.

Cryptography and error correction codes commonly uses
functions that determine a finite field or Galois Field GF(n).
The functions that determine the Galois field are generally
called the addition and multiplication. However, there is
often no direct relation between “normal” or radix-n addi-
tion and multiplication and Galois Field addition and mul-
tiplication for extension fields of Galois Fields. All Galois
Fields have a neutral element e, for the operation “addi-
tion” designated by “scn” so that scn(ak,e,.,)=ak. Such
neutral element is also called the “zero element.” Its con-
nection with the second operation which is usually called
multiplication or “mn” is that operation mn(ak,e,.,)=€,.,.
For understanding one can assume the Galois Field GF(5)
wherein the addition operation is “sc5” and is the modulo-5
addition. The neutral element or zero element e_ is 0. The
multiplication operation “m5” is the modulo-5 multiplica-
tion, wherein multiplication of any element with e =0
provides 0. The operation “mn” also has a neutral element
e,,, so that mn(ak,e,, )=ak. For the multiplication m5 over
GF(5) the neutral element e,,5 ,. 1. The inventor found that
this aspect of using field operations over GF(n) facilitates
cryptanalysis and that modification of the finite field GF(n)
into an alternate finite field aGF(n) with modified addition
and multiplication and modified zero and neutral elements
would make cryptanalysis much more difficult. These
aspects are disclosed in for instance U.S. patent application
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Ser. No. 12/952,482 filed on Nov. 23, 2010, which is
incorporated herein by reference (‘the 482 application”).

How to create an alternate finite field aGF(n) from GF(n)
with reversible n-state inverters was disclosed earlier by the
inventor in U.S. patent application Ser. No. 14/064,089 filed
Oct. 25, 2013 (the “089 application”) and is repeated here to
provide context. Now referring to FIG. 1, a switching table
representing the n-state function “scn” or “mn” is stored in
an addressable memory 100 with two inputs and one output.
Different realizations of switching tables are possible as one
of ordinary skill in the art knows. The input states repre-
sented by signals on inputs form the address of the memory
where upon the output state is stored. The memory 100 has
two inputs 108 and 109 which determine the address of
memory elements that outputs its content on output 110.
Reversible n-state inverter 101 with input 105 is connected
to input 108 of memory 100. N-state inverter 102 which is
identical to inverter 101 with input 106 is connected to input
109. The output 110 of memory 100 is connected to n-state
inverter 103 with output 107. N-state inverter 103 reverses
inverter 101 back to the identity state [0 1 2 . . . n-1]. An
input 108 on the memory may be enabled to receive an
enabling signal to make sure that memory 100 is ready to
provide appropriate output.

An n-state inverter, which may be reversible, can be
realized in different components, like the n by n switching
table, as one of ordinary skill will know. An n-state symbol
in binary technology in one embodiment of the present
invention is represented by a binary word, which by itself is
usually represented by a plurality of binary signals. A first
realization of an n-state inverter is by storage of the inverter
output states (or rather signals) in an addressable memory
wherein an input state forms an address in the memory that
is activated and the output is the inversed state stored at the
memory address. A second realization is by way of a
combinational binary circuit. One can for instance define the
input and output states as binary words in a Karnaugh map
and construct a combinational binary circuit on that basis as
is known in the art. A third realization is on a processor with
a memory. For instance in Matlab one defines a 4-state
inverter as a 1 by 4 array, which may be called inverter
‘invert4’. For example a Matlab instruction is: invert4=[4 3
2 1]. Matlab works origin 1. Assume one variable ‘inputl’
has the value 3 or: input1=3. Matlab then inverts ‘inputl’ to
‘invinputl” in accordance with inverter invert4 by the
instruction: invinputl=invert4(inputl). The result is
invinputl is 2. And thus the input is inverted with an
inverter.

The underlying realization of the instructions and inver-
sion by the processor is known to one of ordinary skill in
computer circuit design and is well aware of the physical
processes that are being performed, even though a user may
only see symbols on a screen. The symbols on a screen are
only for human consumption and are not needed for per-
forming the actual inversion. For instance a device may
receive a signal representing a 256-state signal that needs to
be processed, for instance in accordance with a 256-state
inverter. The received signal is demodulated and otherwise
processed to provide for instance an 8-bit byte to an inverter
execution that generates the inverted 8-bit byte. The inverted
8-bit byte may be used for further processing by the pro-
cessor or may be processed to be displayed on a screen by
the processor.

The device illustrated in FIG. 1 transforms the n-state
switching table that characterizes the device between inputs
108 and 109 and output 110 to a device with a transformed
n-state switching table that characterizes the device between
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inputs 105 and 106 and output 107. The terminology is used
herein that says that the original n-state switching table as
stored and realized in memory or realized in a circuit is
‘transformed’ to a new or Lab-transformed n-state switching
table that characterizes the device in FIG. 1 between 105,
106 and 107. The transformation of an operation and/or a
transformation of a device as shown in FIG. 1 is called the
Finite Lab-Transform or FLT for short. It has as requirement
that there are two or more identical reversible n-state invert-
ers at every input that receives n-state data that is being
processed by the FL.Ted method and/or device and a corre-
sponding reversing n-state inverter at the output wherein a
combination of the input inverter with the output inverter
establishes identity. One may represent that relation as
inv(rinv(x))=x.

In some cases one may apply an n-state inverter at the
output that is not a corresponding reversion inverter to the
input inverter. This is herein considered to be an equivalent
to an FLTed modification of an operation and/or circuit and
without an explicit exception will be assumed to be an FLT.

The FLT has as an important property that it preserves
meta-properties of an operation and or switching circuit. In
some cases, such as one-way functional operations, this
preservation of properties such as associativity may not be
significant. In that case one may apply a modified FLT or
mFLT as described herein later.

A Lab-transformed n-state switching table is a first n-state
n by n switching table transformed by using identical n-state
reversible inverters to transform first and second inputs to
the first n-state n by n switching table and transforms the
output with a reversing inverter to the n-state reversible
inverter that combined with the n-state reversible inverter
forms an n-state identity inverter. An input to a table is an
index or address of a row or a column of a 2-dimensional n
by n table. For convenience a top input of a 2-input device
such as in FIG. 1 corresponds with a row index of an n-state
switching table and a bottom input corresponds to a column
index of the n-state switching table. One is again reminded
that inputs on a device receive a signal, not a symbol or a
state. The symbol or state indication is merely used for
convenience to represent that a symbol represents a signal
and that different symbols indicate different signals.

The switching table of 100 performs an operation that
may be called ‘op’ for convenience or ‘sc’ for addition or ‘m’
for multiplication. One of ordinary skills knows that with
known techniques, such as Karnaugh map, the switching
table can be performed by a combinational digital circuit.

FIG. 3 301 shows a screenshot of a Matlab table of an
8-state multiplication over GF(8). FIG. 4 401 shows a
screenshot of an FL.Ted version of this 8-state multiplication
with zero-element 8 and 1-element 1 in origin-1.

The effect of the device of FIG. 1 is that de addition and
multiplication over GF(n) are modified in such a manner that
the new operations also define a finite field which is called
aGF(n). As an illustrative example a modification of a finite
field GF(8) with 8-state inverter inv8:[0 123 4 5 6 7]—[2
345670 1] and reversing inverter rinv8::[0 123 456
7]—[6 701 2 3 4 5] is provided. FIG. 5 shows switching
table 501 of sc8, sc8 being the decimal representation of
XORing 3-bit words, or XORS, as stored in memory and
display on a screen of which FIG. 5 is a screen shot. The
processor is controlled by Matlab® and all output matrices
are in origin 1. To interpret 8-state table switching 501 in
elements [0 1 23 4 5 6 7] a number 1 should be subtracted
from the table elements. One can see that 0 (displayed as 1)
is the zero element of sc8. As a reminder: a modified
addition over aGF(n) continues to have the properties of an
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addition and a modified multiplication over aGF(n) contin-
ues to have the properties of a multiplication, be it with
possibly different zero- and one- or neutral elements.

The 8-state switching table 502 in FIG. 5 shows a
screenshot of the FLTed switching table 5010 in origin 1.
One can see that the element 7 in origin-1 is the zero element
of switching table 502. One can test some of the finite field
properties of aGF(8) (associativity and distributivity). FIG.
6 provides a screenshot 1000 of the Matlab program that
configures and enables the processor to realize the device of
FIG. 1 in this 8-state example.

All operations that can be performed over a finite field
GF(n) can be performed over the alternate finite field
aGF(n). Furthermore, a modified addition of the alternate
field GF(n=27) is also the subtraction over the alternate finite
field. In accordance with an aspect of the present invention
the properties of the alternate finite field aGF(n) are kept
confidential. For instance a cryptographic method applies
one or more additions and/or multiplications over a standard
finite field GF(n). A standard finite field GF(n) has as zero
element for the addition ‘scn” and the multiplication ‘mn’ the
element 0. Thus scn(ak,0)=ak and mn(ak,0)=0 and the one
element of the multiplication is 1 and thus mn(ak,1)=ak over
a standard finite field. From the previous 8-state example it
should be clear that sc8i(ak,6)=ak and m8i(ak,6)=6, while
m8i(ak,7)=ak. So, an alternate finite field may be character-
ized by its zero element not being 0 and its one element not
being 1.

A general n-state Lab-transform for an n-state switching
table is provided in accordance with an aspect of the present
invention in in screenshot in FIG. 6 a general Matlab
function labtransform (table,invert). A processor executing
the instructions of this function is provided with an n by n
n-state switching table ‘table’ and an n-state inverter
‘invert.” Lines 10 and 11 determine ‘n’ from the dimensions
of ‘table.” Lines 18-21 determine the reversing (to identity)
inverter of ‘invert.” Lines 24-31 perform the Lab-transform
and the Lab-transformed table ‘tableinv’ is outputted in line
32.

It has been shown in detail by the inventor in U.S. patent
application Ser. No. 15/442,556 (hereinafter the “556 appli-
cation,” which is incorporated herein by reference) how the
Lab-transform is applied.

It is convenient to describe computer operations in terms
of mathematics. This is a bit deceptive, as computer by
themselves do not perform “mathematics”, they merely
process Low and High signals. By managing input and
output representation, it may seem to an uneducated user
that “mathematics” is performed, but technically speaking it
is not. A simple example is bitwise XORing of words of bits
by physical XOR devices. Theoretically, one may say, and
this is often done as a shortcut, that bitwise XORing words
of k-bits is the same as doing an addition over GF(n=2"k).
And thus one may say: instruct the computer to do an
addition over GF(n=2"k). However, one now realized that
this requires the use of k XOR devices or k times the use of
an XOR device and then perhaps representing a word of k
bits as a decimal number. But in general a decimal number
does not exist inside a computer. It is merely a character that
is displayed or printed based on a binary word. One should
keep in mind that all operations as described herein, even if
mathematical terms and concepts are used, are generally
binary operations performed on signals and not mathemati-
cal concepts, which at this time cannot be generated by
machines.

One application of the Lab-transform in cryptography in
accordance with one or more aspects of the present inven-
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tion is to obfuscate a cryptographic operation to unauthor-
ized machines or users. Even if a basic flow of operations is
known, such as in published and standardized cryptographic
operations such as AES and public key exchange and
Elliptic Curve Cryptography and message-digests or hash
functions then the use of “unknown” or Lab-transformed
functions in known basic flow processes will render a result
very hard to predict. One reason for that is the enormous
number of Lab-transforms, which is factorial n or close to
factorial n. A 256-state switching function has over 10*°
possible Lab-transformed versions.

It is beneficial to have more than one base n-state function
or combination of base n-state switching functions to further
obfuscate the result of a Lab-transformed cryptographic
operation.

It turns out that different, currently believed to be not
used, single or combinations of n-state functions exist that
represent an n-state finite field and that can be Lab-trans-
formed. There may be different ways to generate and evalu-
ate different n-state switching functions. In accordance with
an embodiment of the present invention, a computer pro-
gram such as a Matlab program is used to generate all
possible commutative n-state switching tables that are simi-
lar to n-state switching tables that represent addition-like
and multiplication like switching tables. In one embodiment
of the present invention an n-state addition-like switching
table is an n by n switching table with as zero element the
element 0. That is, if the n-state switching table is repre-
sented as scn then scn(0,0)=0; scn(a,a')=a and scn(a,a™')
=0, wherein a~! is the additive n-state inverse of a. Without
too many details one may represent as an illustrative 5-state
example the following partial 5-state switching table:

sc5 0 1 2 3 4
0 0 1 2 3 4
1 1 cll cl2 cl3 cl4
2 2 c22 c23 c24
3 3 c33 c34
4 4 c44

The above 5-state table is commutative and the “unfilled”
elements mirror around the diagonal. In fact, in this example
one has to find the elements c11, c12, c13, cl4, ¢22, ¢23,
c24, ¢33, ¢34 and c44 all from the set set5=[0, 1, 2, 3, 4]. The
selected elements (and their mirrors) should create rows and
columns that are reversible 5-state inverters and such that
each element of the set set5 only appears once in each row
and column. From that only those tables are selected that are
associative. It turns out that there are 6 such 5-state tables of
which one is the mod-5 addition. It also turns out that these
tables can be formed from Lab-transforming the 5-state
mod-5 addition with all possible reversible 5-state inverters
wherein the 0 and 1 element are unchanged or [0 1 2 3
4]—[01 a b c] wherein a, b and ¢ each are different elements
of [2, 3 4]. This offers 6 different tables for additions.
Running a Matlab program that generates all unique differ-
ent commutative and associative S-state tables provides the
same S-state switching tables.

In a next step in accordance with an aspect of the present
invention one generates different 5-state multiplication-like
switching tables that are commutative and associative and
that have O-element 0 and 1-element 1. Call these tables m5.
This mean that m5(a,0)=0; ma5(a,1)=a and ma5(a,a~')=1.
The element a~" in this case is the multiplicative inverse of
a. As an example the 5-state prototype multiplicative switch-
ing table looks like the following table
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m5 0 1 2 3 4
0 0 0 0 0 0
1 0 1 2 3 4
2 0 2 22 23 24
3 0 3 ¢33 34
4 0 4 44

In an illustrative example there are actually two 5-state
base multiplication switching tables: a first one is the

10

16

Furthermore, it is possible to create ‘designer’ switching
tables that meet certain requirements. For instance, the
n-state consecutive multiplication has a regular pattern for
the location of the symbol 1, which determines the multi-
plicative inverse of a switching table mn, as mn(a,a=*)1. The
symbol 1 has a fixed place in the n-state consecutive
multiplication table. This enables a simple determination of
a multiplicative inverse. Below, as an illustrative example,
the 9-state consecutive multiplication table is provided. The
multiplicative inverse herein follows a defined pattern.

mncon 0 1 2 3 4 5 6 7 8 mnmod 0 1 2 3 4 5 6 7 8
0 o 0 0 O o0 0 0 0 O 0 o 0 0 O O O O 0 O
1 o 1 2 3 4 5 6 7 8 0 o 1 2 3 4 5 6 7 8
2 0 2 3 4 5 6 7 8 1 0 o 2 3 8 7 6 1 5 4
3 0 3 4 5 6 7 8 1 2 0 o 3 8 4 5 1 2 6 7
4 0 4 5 6 7 8 1 2 3 0 o 4 7 5 1 3 8 2 6
5 o 5 6 7 8 1 2 3 4 0 o 5 6 1 3 4 7 8 2
6 o 6 7 8 1 2 3 4 1 0 o 6 1 2 8 7 5 4 3
7 o 7 8 1 2 3 4 5 6 0 o 7 5 6 2 8 4 3 1
8 0o 8 1 2 3 4 5 6 17 0 o 8 4 7 6 2 3 1 5

e . 25
modulo-5 multiplication and the other is the 5-state con-

secutive multiplication, which is shown in the following
table as m5c.

m5c 0 1 2 3 4
0 0 0 0 0 0
1 0 1 2 3 4
2 0 2 3 4 1
3 0 3 4 1 2
4 0 4 1 2 3

It turns out that the Matlab program generates one 5-state
switching table that cannot be generated by Lab-transform-
ing a base (5-state consecutive or modulo-5) multiplication.
That table is m5Snew, shown below.

mSnew 0 1 2 3 4
0 0 0 0 0 0
1 0 1 2 3 4
2 0 2 1 4 3
3 0 3 4 1 2
4 0 4 3 2 1

The table m5new is associative. Using this switching
table as a base will generate all the same switching tables by
using the above inverters with the Lab-transform. This table
thus is Lab-transform invariant. Multiplication-like n-state
switching functions wherein an element has itself as multi-
plicative inverse may not be useful in cryptography wherein
powers of generator terms are determined. Each power in
that case is either 1 or itself. Thus, one should evaluate those
n-state switching tables for such an occurrence. However,
these self-inversions may be useful in other encryption
operations or in error-correcting codes. The availability of
this type of functions can be shown to be enabled in not only
n-state switching ‘multiplication’ switching tables with n
being prime but also for numbers that are powers of prime
numbers.
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The switching table of the consecutive multiplicative
switching table ‘mncon’ has multiplicative inverse 1s
located on diagonal that rises when the column number
increases. Rather than calculating the location of 1 in the
table using for instance the extended Euclidean algorithm
one can determine the location of 1 (and thus of the
multiplicative inverse) based on the row or column number
of'a symbol. One can design a desired n-state switching table
with any diagonal of 1s at least when n is prime or a power
of'a prime number. In mnmod above for n=9 the diagonal of
1s starts at (6,2) moves to (5,3) to the top at (2,6) and
re-starts at the bottom (8,7) up to (7,7). A similar 8-state
multiplicative switching table can be found of which an
example m8mod is shown below. With the 1 diagonal
starting at the bottom of the 2"/ column and going upward
to (2,7).

m8 mod 0 1 2 3 4 5 6 7
0 0 0 0 0 0 0 0 0
1 0 1 2 3 4 5 6 7
2 0 2 6 7 3 4 5 1
3 0 3 7 5 6 2 1 4
4 0 4 3 6 2 1 7 5
5 0 5 4 2 1 7 3 6
6 0 6 5 1 7 3 4 2
7 0 7 1 4 5 6 2 3

Another unexpected result is that there are at least 2 finite
fields defined by one n-state multiplicative associative
switching table. A first finite field is defined by for instance
in ‘n is prime’ case by a mod-n multiplication switching
table and a mod-n addition table. Unexpectedly there is at
least one other “addition” that combined with the same
multiplicative switching table defines a finite field GF(n).
The following switching tables illustrate this for a 7-state
case.
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m7 0 1 2 3 4 5 6 s7a 0O 1 2 3 4 5 6 s’ 0 1 2 3 4 5 6
0o 0 0 O 0O 0 O 0 o 1 2 3 4 5 6 0 1 2 3 4 5 6
1 0 1 2 3 4 5 6 1 2 5 4 0 6 3 1 6 5 2 0 4 3
2 0 2 6 5 3 4 1 2 5 6 0 1 3 4 2 5 1 0 3 6 4
30 3 5 6 2 1 4 3 4 0 5 6 1 2 32 0 4 6 1 5
4 0 4 3 2 1 6 5 4 0 1 6 3 2 5 4 0 3 6 5 2 1
5 0 5 4 1 6 2 3 s 6 3 1 2 4 0 5 4 6 1 2 3 0
6 0 6 1 4 5 3 2 6 3 4 2 5 0 1 6 3 4 5 1 0 2

This unexpected result is caused by in this case by a
7-state self-reversing inverter, represented by [0 123 4 5
6]—[0 16 5 4 3 2]. A Lab-transform of table sc7a based on
this inverter creates sc7b, but a Lab-transform of m7 with
this inverter leaves m7 unchanged. Almost every associative
n-state ‘multiplicative’ switching table is invariant under a
Lab-transform based on at least one n-state reversible
inverter, while a corresponding n-state ‘additive’ n-state
switching table is not. Thus when a combination of such an
‘additive’ and ‘multiplicative’ n-state switching table define
a finite field GF(n), then their above Lab-transformed tables,
of which one remains unchanged under certain inverters also
define a finite field. For illustrative purposes the symbols 0
and 1 remain unchanged for selected inverters.

It is emphasized (again) that the n-state switching tables
that are provided, illustrated and/or used herein are repre-
sentations of one or more properties of a physical device.
The symbols used in the n-state switching tables are a
symbolic representation of physical states of a physical
device and/or of physical signals. The symbols thus are
merely labels that facilitate an understanding of switching
behavior. A 0, 1 or 7 or any other symbol merely indicates
that they are different from each other. A 0 is not necessarily
0 volt or 0 any other physical entity. It only means that a 0
is assigned to a particular physical state or signal and that it
is different from other states or signals being represented by
different symbols. States designated with the same symbol
are identical states or represent identical or close to identical
signals within for instance a certain noise margin. In general
a binary “high” signal is represented by a 1 and a “low”
binary signal by a 0. Combinations (or words) of bits may
be represented by for instance as their decimal equivalent.
Words may be processed in their entirety as a unit and thus
can be represented by a symbol such as a decimal symbol.
However, other representations are possible and would be
appropriate, such as letters or colors etc. Such representa-
tions may not be helpful in analyzing a performance of a
switch device represented or characterized by a switching
table.

The n-state switching tables implemented on a switching
device such as a processor do not perform an arithmetic or
mathematical operation, they merely perform a physical
switching operation between switching states in which
humans provide a meaning.

The ‘meaning’ of a state is thus provided by its use in a
switching table and not by an inherent meaning of a switch-
ing state. As explained elsewhere by the inventor, for
instance in the 556 application, a state represented by a
symbol 0 is not always a zero-element in a ‘multiplicative’
switching table. Only the state ‘z’ in an n-state switching
table mn for which mn(z,x)=z for all valid states x is the zero
element. A switching table that has this property is not and
would not be recognized as a valid arithmetical or math-
ematical operation. Even though terms like addition, multi-
plication, power of, multiplicative and additive inverse,
group field and the like are used herein, it is only applied to
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enable description and understanding of certain operations.
However, all operations herein are physical switching or
machine operations and are fully intended to be considered
as such.

The Finite Lab-transform (FLT) applies n-state inverters
to known primitive operations in cryptographic methods,
such as encryption, hash generation and private/public key
operations. Primitive computer operations include opera-
tions characterized as modulo-n multiplications and opera-
tions over finite fields GF(n). Much of the literature assumes
that there is only one finite field GF(n) with n a prime greater
than 2. [1]. It will be shown that the FLT transforms GF(n),
with n being a prime or with n=qp and q being a prime, in
another different finite field. The FLT preserves properties
such as associativity and distributivity, but may change the
one-element and/or the zero-element of an operation. The
FLT is achieved by using n-state inverters, which will be
explained. An extremely large number of FLT modifications
is possible while leaving basic integrity of known crypto-
graphic methods intact, enabling easy and secure modifica-
tions of known cryptographic methods.

The instant subject matter, as well as its description, is
unusual compared with literature in cryptography. It intro-
duces novel primitive n-state computer functions with n>2.
The subject matter falls somewhat between machine arith-
metic, which provides machine logic design of arithmetical
functions and machine cryptography.

One may question if an n-state switching table implemen-
tation has the same status as a combinational circuit. The
answer is an unambiguous YES. A computer is a device that
generates output on the basis of internal instructions. It does
not matter for an output if the signals are generated from
stored instructions or from a stored table. For instance,
strictly from the output value a person of ordinary skill
would be unable to determine if for instance AND functions
in the computer are implemented or realized in combina-
tional devices or from memory stored tables. However, the
measurable advantage of stored switching tables in certain
applications is a much faster processing speed. However, in
the correctness of an answer it doesn’t matter how a com-
puter operation is physically realized, as long as its logical
implementation covers the physical realization. This is
explained in Gerrit A. Blaauw, Digital Systems Implemen-
tations, Prentice-Hall, Englewood Cliffs, NJ 1976,
(“Blaauw™) which is incorporated herein by reference.

The subject of switching in terms of arithmetic is often
called Computer Arithmetic and is directed to computer
operations, not to human operations. In that sense, computer
operations and human arithmetic are often confused by
non-trained people, as both apply arithmetical or mathemati-
cal terms. For instance a popular computer operation in
machine cryptography is the addition over GF(n=2%). It turns
in that in spite of the lofty mathematical term, in computer
arithmetic it is simple the bitwise XOR of words of k bits.
All mathematical terms herein should be interpreted as being
computer implemented and not as a human operation.



US 12,665,744 B2

19

An aspect of the present invention is use of n-state
inverters with n being greater than 2. It is believed that the
inventor is the first who introduced and at least applied
n-state inverters in machine cryptography. An n-state
inverter is a device is an electronic or optical or otherwise
physical structure that transforms a signal that has one of n
states into another signal having also one the n states.
Preferably, at least one signal having one of n states is
transformed into a signal having a different state of n
possible states. If no transformation takes place, the n-state
inverter is Identity which physically may be a direct con-
nection. Unless explicitly stated otherwise, any n-state
inverter herein is NOT Identity. An n-state inverter may
apply a unique transformation. In that case the n-state
inverter is a reversible n-state inverter. One may compute the
reversing n-state inverter of a reversible n-state inverter.

An n-state inverter may be characterized by an array of n
elements. For instance: invn=array(1,n). That is: array invn
has elements with indices running from O to n-1 in C and
from 1 to n in Matlab. In Matlab the elements are: invn(1),
invn(2), . . . inva(n). In C, which applies different notation
the elements may be; invn[0], invn[1], . . . , inva[n-1]. For
instance a S-state reversible inverter in Matlab may be
presented as inv5=[2 3 4 5 1], which means inv5(1)=2,
inv5(2)=3, . . ., inv5(5)=1. A rule for determining the
reversing inverter rinvS would be:

i=1:5
ind=inv5(i);
rinv5(ind)=i;
end

for

This has as result that inv5(rinv5(i))=i, which is a general
property of inverters and corresponding reversing reversible
n-state inverters. One observation is that for determining
rinv5(i) one may have to determine the complete inversion.
This may not be a problem for relatively small values for n
like n-256. However it is a problem for large values of n,
generally for n greater than 100 million, as systems may run
out of memory to store the inverters. This may be solved by
having rule based inverters, like invn(i)=a*i+b mod-n. One
may determine reversing rules. Such as rinv(i)=a~'(i-b).
However, this also may increase a risk of successful attacks.
This issue will be addressed later herein.

The FLT has been explained and addressed by the inven-
tor in several other disclosures such as U.S. patent applica-
tion Ser. No. 18/097,396 filed Jan. 16, 2023, U.S. patent
application Ser. No. 17/402,968 files on Aug. 16, 2021
which are both incorporated herein by reference. One is
referred to FIGS. 1 and 2 wherein the FLT is explained.

If one keeps the n-state inverters secret, an additional
level of security is provided in the order of at least (n-5)!
(factorial of (n-5)) which for n=256 is a factor d=greater
than 10%°°. And all in a relatively very simple manner by
FLTing basic n-state computer operations. The change com-
pared to for instance using Post Quantum (PQ) methods is
small with an improvement that provides security that may
be equivalent or better than published PQ methods.

The use of stored tables instead of computing bitwise
XORing makes programs faster. Other implementation
methods can improve the speed of these applications. There
are several new technologies that can speed up computation
without negatively affecting security. For instance one may
apply special instruction sets available in AES-NI (Ad-
vanced Encryption Standard New Instructions) by Intel for
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instance as described on https://www.intel.com/content/
www/us/en/developer/articles/technical/advanced-encryp-
tion-standard-instructions-aes-ni.html which is incorporated
herein by reference. These and other instruction sets may
provide hardware acceleration of cryptographic methods,
such as encryption, hashing and public key exchange meth-
ods such as Diffie-Hellman and RSA and others. Accelera-
tions by a factor 10 may be reached over standard compiled
implementations. In a similar way aspects of the FLT may be
accelerated, especially the implementation of n-state invert-
ers and the computation and use of stored tables. In fact,
standard implementations of cryptography such as encryp-
tion like GCM-AES and ChaCha20 as well as hashing with
MD5 and SHA256 work close to as fast or faster in FLT
transformation as in unchanged configuration. This may be
achieved by using stored tables for instance for additions
over GF(256). Even so, the use of n-state inverters in the
entire scheme of encryption and/or hashing does not seem to
significantly slow-down the performance.

Accordingly, FL.Ted machine cryptography is strictly
intended to work on computer machines. It is not intended,
nor is it close to being practical for application by the human
mind even with help by pencil and paper. The application is
in file and/or data transfer between two computing devices,
preferably connected through a network or via other forms
of signal transfer, electronic, magnetic and/or optical and/or
quantum mechanical. Practical limits would be that the
FLTed machine cryptography is applied to data messages or
data files equivalent to at least 1000 bytes, with n-state
machine processing with n being at least 14, wherein the
retrieval or generation, the creation or retrieval of the FL.Ted
switching function, the encryption or decryption and/or
hashing of the data with the FL.Ted method, which preferably
is a standard or at least previously published method, is
performed within 60 seconds and the result is generated in
electrical or optical or electro-magnetic form that may be
received and transmitted over a network, preferably a wire-
less network, the Internet, the telephone network, a galvanic
connection, an Ethernet connection or more generally any
network that is enabled to transmit data signals.

Practically it was proven by the inventor that a file of up
to 100 MB was processed as above by a 3 GHz processor
within 60 seconds in Matlab and at least an order of
magnitude faster in a non-optimized (textbook) compiled C
program. This was an over 100 MB.mp4 file that was
encrypted/decrypted with FL.Ted GCM-AES, ChaCha20 and
a custom FLTed maximum length 256 state sequence and
FLTed MDS5 and FL.Ted SHA256, all well below 15 seconds
on a Dell Inspiron 660 computer with an Intel Core 13-3240,
3.4 GHz and 8 GB memory in compiled C under 64 bits
Windows 10. There is of course no human who can make
this work manually and it would make practical secure
Internet traffic unpractical and impossible if humans had to
do the machine cryptography. Furthermore, machine cryp-
tography methods as known have what is called the ava-
lanche effect. That is, a small change in original data
provides a significant change in the output. Even at a small
size such as 1000 bytes, making a small error in a slow and
cumbersome manual process would be easy to make. In
developing the software the inventor has often manually
applied the FLT methods and found that at even 100 bytes
an error would easily slip in, making the whole manual
process moot, because for decryption and re-hashing a
particular error would not be replicated but other errors may
be introduced, making validating by hashing as well decryp-
tion by hand an entirely moot and futile process.
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Furthermore, apart from the application in cryptography,
the FLT is a new form of machine functionality that is novel
and non-obvious.

The FLT may be implemented in several ways, even in
modified ways. Limitations of implementations are condi-
tioned by the functions as well the application and the size
of n.

For instance for n=256, each state requires 8 bits or a byte
to be represented. A 256-state inverter would thus require
n=256 bytes, and the reversing inverter would require the
same, which is doable. A 256 by 256 switching tables of
bytes requires 64 KB, which is also doable. The situation
changes if n=2'° or n=65,536. This requires 16%65,536 bits
for a n-state inverter. This is still not much in memory, 1 MB
and the same for the reversing inverter. However, a 65,536
state switching table requires a 22°*22°=1,000,000 MB.
While it is practical to generate and store the n-state invert-
ers, it is not practical to store the equivalent switching table.
It seems for n=2"" or even n=2'> one may practically store
inverters and perhaps switching tables. However for 2213
table storage of the n-state switching table becomes unprac-
tical.

For n=2%2, or 32-bit word inverters, both storage of
inverters as well as storage of the related switching table
becomes unpractical and some sort of rule based inverter is
required.

A useful concept for the following is the “sum-space.”
The sum-space is the totality of results of reversible func-
tions such as the addition modulo-n or addition over
GF(n=2"k) or of any reversible function c=scn(a,b). The
sum-space is formed by applying all possible combinations
(a,b) and then looking at the totally of outcomes c=scn(a,b).
The sum-space of all reversible operations is a uniform
distribution of ¢ over all possible outcomes. This is benefi-
cial for cryptographic applications as one does not have a
bias towards an input combination.

The sum-space of an FLTed reversible function is also
uniform and shows no bias towards a combination of input
operands.

Commonly, carry-free n-state reversible functions are
applied in cryptography. For example in AES-GCM encryp-
tion a ciphertext is generated by bitwise XORing a bitstream
of cleartext with a bitstream of keywords generated by AES
as disclosed in both NIST FIPS-197 and NIST Special
Publication 800-38D, Recommendation for Block Cipher
Modes of Operation: Galois/Counter Mode (GCM). which
are both incorporated herein by reference. A similar
approach is applied in encryption by ChaCha20 where key
words of 32 bits are bitwise XORed with words of 32 bits
in cleartext. One may consider words of k bits also as n=2"k
state symbols and perform addition over GF(2°k) and gen-
erate n=2"k state symbols which may be represented by k
bits. In that case bitwise XORing of k bits is equivalent with
addition over GF(2'k) as for instance explained in the
literature and textbooks. Similarly, bitwise XORing of
words of bits is used internally in AES, for instance in the
AddKeyRound( ) step where 16 bytes state-arrays are pro-
cessed by bitwise XORing. Similarly, quarter-rounds in
ChaCha20 perform bitwise XORing of words of 32-bits
selected from a 64-byte state array. AES also applies XOR-
ing in other parts of its operations. In ChaCha20 also a
modulo-2"32 addition is performed on words of 32-bits. In
that case the binary words are added radix-2. That means a
2-state ripple adder or equivalent process is applied wherein
both XOR (mod-2 addition) and a related carry are applied
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in a radix-2 ripple adder scheme. The mod-2"32 means that
the max output is 32 bits being 1 and all higher outcomes are
represented mod-2"32.

A benefit from a radix-n addition is that it, for instance
when represented as an n-state ripple adder, is a combination
of first performing a mod-n addition to generate a residue
mod-n, followed by an n-state carry determination for a
radix-n position next to the position of the n-state elements
from which it is determined. Commonly, the radix-n com-
putation takes place from right to left for arithmetical
reasons. For cryptographic reason one may also perform
from left to right. Each carry digit in combination with a
residue may form a new carry digit in a next adjacent
position. Hence one needs for radix-n addition of two words
of k n-state digits k cycles to make sure there are no more
carry digits and the carry ripples, as it were, through the
intermediate sums. The sums of radix-n addition of 2 words
of'k n-state elements are different from mod-n addition of 2
words of k n-state elements. This difference in outcome is
welcome in further and different mixing of words of k
n-state elements as in ChaCha20 for instance.

Unfortunately, machine arithmetic applies known (or
canonical) rules for the ripple adder. That rule generally is:
residue (ak+bk) mod-n and carry is 1 when ak+bk>n-1,
otherwise it is 0. The reason for that is basically a reason for
arithmetic, because the outcome of the addition in standard
application must make arithmetical sense. Furthermore, one
in generally expects that the entire operation is reversible,
mostly with a radix-n subtraction. Reversibility of a radix-n
addition with an n-state carry is in fact a radix-n subtraction
with an n-state borrow. The inventor has explained in detail
how to create invertible radix-n additions and subtractions in
U.S. Provisional Application Ser. No. 63/548,184 (184
spec”) filed on Nov. 11, 2023 and Provisional Application
Ser. No. 63/553,456 (456 spec”) filed on Feb. 14, 2024,
which are both incorporated herein by reference.

It is explained in the 184 and 456 spec how one may
structure a canonical radix-n addition of words of k n-state
elements for any n and any k. Radix-n addition herein means
a carry ripple addition of words of at least 2 n-state elements
and includes a carry function. The same applies for radix-n
subtraction which has as operands 2 words of at least 2
n-state elements and a related borrow function, wherein the
radix-n operation reverses the radix-n addition or the radix-n
addition reverses the radix-n subtraction. For cryptographic
reasons there is no such meaning as addition and subtraction,
but only modification of operands which in certain cases
may be invertible or reversible. For that reason, herein the
term radix-n operation is used. Radix-n operation thus
means an operation on 2 words or operands of 2 or more
n-state elements with n preferably being 2 or greater and
more preferably being greater than 2. The radix-n operation
includes 2 separate n-state functions that operate on corre-
sponding pairs of n-state elements. The first n-state function
is a reversible n-state operation. An n-state function is
reversible when all columns and rows in its 2 by 2 repre-
sentation switching tables are reversible n-state inverters.
All reversible n-state functions have a uniform sum-space.

The second n-state function in a radix-n operation is an
n-state transition function (in arithmetical terms an n-state
carry or borrow) and operates also on 2 corresponding
n-state elements in input operands and generates an n-state
transition element. While the result of the reversible n-state
operation is placed in a position corresponding to a position
of the input elements in an operand. The n-state transition
function in an arithmetical operation falls with narrow
conditions, usually being O or 1. It also places its result in an
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adjacent position relative to the position of the input ele-
ments in an operand word. For non-arithmetical operations
such as cryptographic operations as disclosed herein such
conditions are not imposed.

The inventor explained in the 184 and 456 spec a structure
of canonical reversible radix-n operations, using additions
modulo-n and additions over GF(2°k) or their inverses as
n-state reversible functions and creating corresponding
n-state transition functions. This allows modifying for
instance a final stage of an AES-GCM encryption. For
instance while still using bitwise XORing, one may treat a
word of k bits as an n-state symbol with n=2"k and use p
n-state symbols with p>1 and preferably p>2 as size of a
word with p n-state elements and perform a radix-n opera-
tion using for instance addition GF(2k) as the reversible
(and self-reversing) operation in combination with an appro-
priate n-state transition function. In reversing mode one
should adapt the transition function.

In accordance with an aspect of the present invention,
there is no concern about a radix-n operation being revers-
ible. The radix-n operation on two words of k n-state
elements has a sum-space which is uniform or flat. Which
means that there is no bias towards any outcome. This means
that as long as there is a reversible n-state function applied
in the radix-n operation, it does not matter the sum-space
what the transition elements are. The sum-space is uniform
or flat, no matter what the n-state carry or borrow function
is. Preferably, the n-state n by n table, which may be called
the transition table or transition array, may be completely
random and will not change the overall sumspace. However,
one should realize that this affects reversibility of the radix-n
operation.

How may one use this beneficially in cryptographic
machines? It should be clear that using a radix-n operation
on words of k n-state elements provides (by use of n-state
transition elements) a different outcome compared to using
only n-state reversible functions without transitions. Actu-
ally, the use of standard modulo addition in cryptography is
well known. As was mentioned ChaCha20 applies modulo-
2732 addition in its quarter-rounds. Also SHA-256 and other
hashing methods apply modulo addition. However, as was
explained, traditionally one uses an addition that is based on
standard arithmetic and not on modified machine operations.
Traditional arithmetic, also when implemented in machine
arithmetic, is very predictable. It provides a predictable
modification of operands that are kept secret. The modifi-
cation as provided herein ensures a secret and unpredictable
modification. Because its sum-space is the same as an
unmodified operation, it is unclear to an attacker if and
where a secret modification has been applied as a generated
ciphertext has a valid appearance with no detectable bias.

The basic approach is as follows. Where an operation on
multiple bits is performed, first a stream of bits is re-ordered
into basic chucks of k bits. So for instance, a series of 32 bit
may be addressed as a word of 4 n-state elements each
represented by 8 bits or a n=2"8=256 or 256-state elements.
Thus a series of 32 bits may be considered to be a word of
4 256-state elements. And the combining of 2 words of 4
256-state elements may be performed by a radix-256 opera-
tion. Often a combination of 2 words of 32 bits is a
straightforward bitwise XORing. In accordance with an
aspect of the present invention, this is modified into a
radix-256 operation on 2 words of 4 256-state elements with
transition, for which the 256-state transition array is seem-
ingly random. Preferably, one does not use a canonical
transition array, as explained in the 184 and 456 spec, but
rather a random looking transition array.

20

25

40

45

60

65

24

The standard or canonical transition array for a modulo-n
addition is of the form carn(il,i2)=(11+i2>n-1). Or, in origin
0, when a sum of 2 input operands is smaller than n the
transition element is 0 and when the sum is greater than n-1
the transition element is 1. For n=4 the transition array is the
carry for a modulo-4 addition, or car4=[0 000; 000 1; 0
01 1; 0 11 1]. The borrow corresponding to the mod-4
subtraction is the flipped versions of car4 or bord=[0 11 1;
0011;0001; 000 0]. This shape or from applies actually
to all carry and borrow digits modulo-n and is like car_n=[0
00...000,000...001;000...011;...;
011 ...111] and a corresponding borrow is a flipped version
ofcarnasinborn=[011...111;...;000...011;
000...001;000...000]. Inaccordance with an aspect
of the present invention, one may actually modify the
canonical n-state carry function/table by changing O to
another n-state symbol and 1 yet to another one.

One may modify the transition table with an FLT. For
instance using a 5-state canonical carry table car5=[0 0 0 0
0;00001;00011;00111;01111]and apply the
FLT as shown in Matlab computer screen capture 600 in
FIG. 6 using inv5=[3 4 0 1 2] one gets as modified car5f=[3
3223;33233;,22222;23222;33222]. This does
no longer look like the canonical form of the carry or
transition function/table. However, the distribution of modi-
fied zero elements (now 2) and one elements (now 3)
remains the same. In accordance with an aspect of the
present invention, one may change a canonical n-state
transition function/table (be it the carry or the borrow) into
a non-canonical one, by applying an n-state FLT using an
n-state inverter that is not identity.

There is a second set of canonical n-state carry and
borrow functions that create a reversible radix-n addition for
n=2"k. This corresponds to a different reversible operation.
The earlier canonical n-state function/table corresponds to a
modulo-n addition. The one provided next corresponds to an
extension or power of a base operation. One of the most
widely operations in cryptography is the XOR operation,
which may be represented by the modulo-2 operation. The
switching table XOR2 in Matlab origin-1 is illustrated as a
screenshot in 1401 of FIG. 9, with a corresponding carry
function/table car2 1402 which is as device an AND gate and
1403 a corresponding borrow table bor2, keeping in mind
that addition mod-2 and subtraction mod-2 are identical
functions and are called an involution. The following may be
applied to any extension for n=p’k with p a prime number.
However, p=2 is by far the most widely used computer
function for this purpose. One should also keep in mind that
for arithmetical purposes one generally does not apply
subtraction but rather the 2s complement addition.

The addition GF(n=2"k) is a bitwise XORing of 2 words
of k bits, which generates also a set of k bits and the k bits
are represented by their decimal value, for instance. The
inventor has created a computer program (in this case in
Matlab) shown as Matlab screenshot in FIG. 18 that creates
the bitwise execution and decimal representation of a func-
tion funbase by funn=elemtabn(dec k,funbase,base). Herein
funn is the decimal table representation of an elementwise
application of a base function funbase applying a base to a
word of k base-state elements into a table of dec-state
elements. For instance, using base=2, funbase=xor2, k=2
and dec=4 (using Matlab origin-1) one gets sc4=[1 2 3 4; 2
143,341 2;432 1] in origin-1, which is of course an
addition over GF(4).

Similarly one may create the 4-state carry corresponding
to sc4 which is reversible by card=elemtabn(4,2, and 2,2)
withcard=[1111;1212;1133;123 4] in origin-1. So
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the carry free addition over GF(2°k) has been modified into
a reversible radix-n=2"k operation with carry. The canonical
form of the borrow is the flipped version of car4 or bord=[1
234;1133;1212;111 1], which one may also compute
with bord=elemtabn(4,2, bor2,2). One may apply the same
approach for higher values like radix-8 or radix-256 or
higher. For n=8 one gets car8=elemtabn(8,3, car2,2) as
8=2"3 withresults: car8=[11111111;1212121 2;
11331133;12341234,11115555;12125
656;11335577,1234567 8]. While there are certain
patterns, these patterns may differ as n increases. However,
2 patterns are the same: all carry (and borrow) functions/
tables for n=2"k have a row/column that has only zero
elements and one row that is identity. Which means that both
the n-state carry/borrow canonical transition tables for n
being prime and for n=2"k have a row/column that has only
zero-elements. Thus a transition table that has no column
and/or row only being zero elements is NOT-CANONICAL.

For cryptographic reasons a radix-n operation with a
transitional table that has a row and/or column of only
zero-elements is less secure, because the reversible n-state
operation of the radix-n operation is now transition free and
at least may be somewhat open to attack. For that reason an
n-state transitional table in a radix-n operation preferably is
non-canonical and preferably has no more than n/2 zero-
elements in a row and/or column of its switching table. One
is reminded that the zero-element is determined by the
reversible switching function of the radix-n operation. Too
many zero-elements again may offer an opportunity for
attacks. For that reason preferably on should generate a
transitional table that has less than n zero-elements and
preferably one makes sure that under the above condition no
row and/or column has no more than n/2 or less than n/2 zero
elements in a row and or column. Preferably, no row and or
column has more than 2 consecutive zero elements.

Because one does not require in certain cases the radix-n
operation to be reversible, a workable requirement may be
to generate a random n-state transitional table/function with
each element having an expectation of an 1/n expected
occurrence. Another criterion for qualifying an n by n array
of n-state elements is that the n by n array of n-state elements
in combination with a reversible n-state operation configures
or establishes a radix-n operation that is not reversible. A
radix-n operation that includes an n-state reversible opera-
tion and an n-state transition function/table is not reversible
or non-reversible when the radix-n operation of two words
of two or more n-state elements each is not reversible for at
least one set of two words. For instance the operation may
be reversible for one set of 2 words, but not for another one.
In that case the radix-n operation is explicitly called non-
reversible or “not reversible” herein.

FIG. 10 1501 illustrates a full radix-2 addition for 2 words
of 4 2-state elements using reversible function 1401 (or
XOR) and carry 1402. The operands A and B are words A=[2
2 2 2] and B=[1 11 2], all in origin-1. A and Bare selected
so a maximum ripple of the carry is created. The small ‘r’
indicate the residue generate from the XOR of 2-state
elements in that position. The small ‘c’ indicates the carry
element in a position created by the carry function and 2
(1402) on elements in a prior position. The operation in the
example of FIG. 10 takes place from right to left. In the
classical situation the last (or starting position of the carry
operation) is empty, because there are no elements to deter-
mine a carry from. Or one may say that the carry in that
position is always a zero-element. Both conditions i.e.
moving from right to left as well as start with zero-element
carry are arbitrary. One may start where desired. One may
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also assume that there are two (invisible) elements that are
not zero-elements in the 5% element position. This means
that there may be a non-zero element carry on a start
position. For cryptography application one may assume that
the carry-out and the resulting residue is lost and is not
included in the computed sum D. Thus, while the bitwise
XOR of A and B would be [2 2 2 1], the radix-2 result as
illustrated is [1 1 1 1].

FIG. 11 illustrates the recovery of A from the result D
which may be called a ciphertext and B which may be called
a key by radix-2 subtraction of B from D, using again XOR
(which is an involution) and bor2 as the 2-state borrow
function, in table 1601. Again the borrow out is ignored and
one recovers A=[2 2 2 2]

FIG. 14 illustrates addition modulo-4 sc4 and subtraction
modulo-4 min4 in a Matlab screenshot in origin-1. FIG. 15
illustrates the carry and borrow functions related to the
functions of FIG. 14. FIG. 16 illustrates a canonical 4-state
carry function related to addition over GF(4) which in
combination forms a reversible radix-4 operation. FIG. 17
further illustrates the canonical 8-state carry function cor-
responding in Matlab screenshot corresponding to the addi-
tion over GF(8).

A similar process may be applied to any radix-n operation
using the correct reversible n-state function and the desired
n-state transitional function. As explained above, a radix-n
operation with an n-state reversible operation always has a
uniform sum-space no matter the applied transitional func-
tion. Not all radix-n operations are reversible. However, as
explained above, reversibility of the radix-n operation may
not be needed, as in cryptography operations such as AES-
GCM, ChaCha20 and/or hashing such as SHA-256.

FIG. 12 is a screenshot of a Matlab program that performs
a radix-n operation on a word of ‘tele’ rad-state elements
with as input operands word ‘inn’ and ‘keyn’ and with
reversible rad-state operation ‘addn’ and transitional array
‘carn.” The term ‘invn’ is to further modify with an FLT, but
for this purpose invn=[1 2 . . . n] or identity. FIG. 13 shows
1801 which is a screenshot of determining the residue and
1802 for determining the carry digits as used in the program
of FIG. 12. As an example one may create a radix-256
reversible operation on words of 4 256-state elements. The
in256 and key256 may be generated in Matlab by
in256=randi([1,256],1,4) and key256=randi([1,256],1,4). To
take care of the carry-out and borrow-out the program uses
an extra digit at the input, which has no cryptographic
significance and only the last ‘tele’ number of digits are
significant. One may have: in256=[1 213 150 141 235] and
key256=[174 194 193 98]. The reversible 256-state function
is sc256=elemtabn(256,8,x0r2,2) or derived from bitwise
XORing of words of 8 bits in decimal form. Similarly:
car256=elemtabn(256,8, and2,2) and bor256=elemtabn(256,
8, bor2,2). This provides from sux=addmodnfsil(sc256,
car256,in256,key256,4,inv256) as ciphertext sux=[93 149
45 140] of which the first 256-state element is a carry-out
and may be ignored. Reversing the radix-256 operation with
dux=addmodnfsil(sc256, bor256,sux.key256,4,inv256)
dux=[213 150 141 235], which is the recovered input
operand ‘in256.” For the input of sux into the dux expression
one may apply sux(1)=1 or any other dummy 256-state
value, as that will not affect the outcome. For additions being
derived from XOR, the addition and subtraction are the same
as the function in that case is an involution, hence sc256
being used both in sux and dux expression.

The above as well as a table 2701 in FIG. 20 illustrate a
reversible radix-n operation on words of 4 elements. One
may change the car256 to a random type 256-state 256 by
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256 array by car256=randi([1,256],256,256) which is defi-
nitely not a canonical transitional array for n=256. Applying
this randomly generated carry or transitional function one
gets sux=[87 191 137 27 140] using addmodnfsil routine.
One may generate bor256, by flipping the car256 table. This
generates dux=[21 172 96 235] which is of course different
from the original input word in 256. Because the last digit
does not experience a transition or carry, the last digit is
determined by the reversible function only. If that is a
concern, one may stick an agreed upon but cryptographi-
cally unused help digit to the operand words to enforce a
carry generated change.

One may call the above encryption modification encryp-
tion cloaking. One in essence maintains a data flow in an
encryption, but modifies a function without modifying the
sum-space or in other words without introducing a bias in
the ciphertext. Thus an attacker analyzing a ciphertext
generated using the above steps is unable to derive from
statistical properties of the ciphertext that a cloaking step
was applied. This improves the security of the encryption
when the modification is held as confidential. An additional
benefit is that even when an attacker in some way has access
to the keyword of an encryption, for instance acquired online
and generated by PKI steps and cracked with a quantum
computer, the attacker still will be unable to directly decrypt
the ciphertext as the cloaking has further obfuscated the
ciphertext. Encryption methods like AES-GCM and Cha-
Cha20 have strong avalanche effects and even a small
change in data generates a huge change in the output. Thus
even a single cloaking step, for instance in only one
AddRoundKey( ) step in AES-GCM or in a quarter-round of
ChaCha20 will lead to tremendous and likely unbreakable
change. In that case one should apply a cloaking step
preferably in an early round of the total number of rounds.

FIG. 25 illustrates a dataflow as implemented by instruc-
tions as shown in screenshot of FIG. 12. The instruction
y=addmodnfsil (addn,carn,inn keyn,tele,invn) requires that
the dataflow is provided with addn (for residue) and carn (for
transition element determination) and inn and keyn are two
n-state words of tele n-state elements, generating a result or
sum of tele n-state elements. FIG. 25 illustrates that addn
and carn are retrieved from memory. The rippling of the
transition through the operation requires tele steps, including
for each step determining a new word of n-state residue
elements and of n-state transition or carry elements. A
counter is initiated at 1 and set at maximum tele. A test CC1
(for cycle counter CC1) determines if the counter is 1 or not
1. When CC1=1 the new words wordl and word2 are
entered. When CC1=1, the newly generated residue word
and transition word are applied as active words. The func-
tions addn and carn are applied to corresponding elements of
the active words. After execution of addn and carn, a
processor updates the cycle counter and CC_k checks if the
maximum count=tele has been surpassed. When not, a next
cycle is performed. When CC_k>tele the end result has been
achieved and is provided as final residue word of tele n-state
elements. A final (potentially unused) transition n-state
element Cout may be available. The flow of FIG. 25
corresponds to the illustrative diagram of FIG. 20, which is
an illustration for the operation for tele=4.

The number of possible transitional arrays depends on n
in radix-n. An n by n table of n-state elements has (n)"(n"2)
different instances. For n=256 (using byte-sized words) one
has 2567(25672)=(2"8)"65,536 different instances or
27°(8*65,536) or greater than 2°500,000 or greater than
10750,000. Even with unusable arrays dropped (like all the
same elements) this is a staggering number that may not be
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attacked successfully during the life time of the universe
with all computer power available. In a current situation
where “harvest now, decrypt later” attacks are already taking
place, the above simple but highly secure modification may
be a very effective way of Cloud customers to provide
additional security for Cloud residing data that benefits from
extra security.

The above was illustrated with 4 8-bit words. This may be
convenient for instance for an AES state array which is a 4
by 4 array of bytes. It should be clear that one may arrange
this in different word sizes as well in different n-state
symbols. For instance the AES state array may be treated as
a single word of 32 bytes and create a radix-256 operation
on 2 words of 16-bytes or treat the AES state array as 2
words of 8 bytes. One may then apply different random or
random-like 256-state transitional (carry) functions or
tables. The 16 bytes in an AES state array are 128 bits. One
may create for instance elements of 10 bits (1024-state
element) and create a word of 5 1024-state elements and
treat the remaining 78 bits as individual bits to be XORed.
Or any other combination of words and n-state elements.

One may consider words of elements of 16 bits or greater.
A practical problem for some cases is the size of the related
transitional n-state table. However, some functional steps
may be applied to implement seemingly random-like n-state
transitional tables. For instance one may generate and store
an n-state vector or 1D array and create a rule for a
transitional n by n array that adds to a content of the vector
the index of an operand modulo-n which provides a cyclic
effect. One may also shift the vector one or more position
alone or in combination with a mod-n addition or any other
repeatable rule.

For instance in ChaCha20 as well in hashing such as
SHA-256 and other cryptographic operations one may do an
addition mod-2"32. This is performed as a binary addition
with as max result a word of 32-bit of 1s after which the
cyclic character of mod-n addition kicks in. One may modify
the addition mod-2*32 into a radix-256 (or other) addition
with a random or random-like transitional function/table.
Instead of doing a 32-bit radix-2 addition one then takes
each 8 bits as a 256-state element and the 32-bit word is then
operated on as a 4-byte word. Doing a 4-byte radix-256
standard addition will of course generate the same result as
a 32-bit radix-2 addition, because only the radix has been
modified. However, by modifying the related 256-state
transitional array in a radix-256 operation to a non-revers-
ible random or random-like 256-state array, the sum of the
radix-256 operation (combining 2 words of 32-bits in a
quarter-round in ChaCha20 for instance.)

In the context of the above, which may be called encryp-
tion cloaking by radix-n modification, the introduction of a
random or random-like n-state transitional function/table
may render the radix-n operation non-reversible or irrevers-
ible and in a cryptographic sense an original state is not
recoverable from such an operation. In for instance AES-
GCM, ChaCha-256 and others that is not a problem, as the
operation of which the irreducible radix-n operation is part
of is a one-way operation anyway. It should be repeatable,
for instance to generate a keystream, but bot reversible. This
is where many of the AES modes are different from AES-
GCM as each step in the reversible AES have to be really
reversible. But that is not the case in AES-GCM where AES
is used to generate a keystream. Herein a non-reversible
n-state transitional function or table, means that it is to be
used with a reversible n-state operation for residue genera-
tion but that the inclusion of the n-state transitional function
or table renders the radix-n operation non-reversible. The
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n-state transitional array may be invertible in a linear algebra
sense, but the corresponding radix-n operation is non-re-
versible. Thus the term n-state non-reversible transitional
function or table in a radix-n operation means that the
radix-n operation is non-reversible.

As to the application of function cloaking in hashing one
is referred to FIPS PUB 180-4, FEDERAL INFORMATION
PROCESSING STANDARDS PUBLICATION: Secure
Hash Standard (“SHS”), 2015, downloaded from https://
nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.180-4.pdf which
is incorporated herein by reference. Similarly, SHS also
defines application of € which is bitwise XOR on words of
32-bits, for instance. All may be modified or cloaked as
explained herein. This applies to all cryptographic opera-
tions that apply operations on multi-bit words that preferably
have a uniform or flat sum-space.

It again emphasized that not all additions or bitwise XORs
in a cryptographic method need to be modified or cloaked.
Many cryptographic operations are operated in multiple
rounds. Each round adds to the further mixing and obfus-
cation of symbols. This is often called the avalanche effect
in machine cryptography. It causes minor changes, espe-
cially early in the process, including in initial input data, to
be thoroughly mixed and changed as to having as output a
random looking signal. This even cloaking a single step in
encryption and hashing, for instance in the early 60-75%
percent of the total rounds has a dramatic and as such an
undetectable effect as the output of a method that applies
cloaking has a statistical characteristic that is identical to an
unmodified method.

It is important if an operation is required to be reversible,
such as in encryption, or is one-way, as in hashing. For
instance in AES, wherein bitwise XOR is used, for instance
for AddRoundKey( ). Furthermore a multiplication over
GF(256) is used in MixColumns( ). If one FLTs these steps,
one has to take care that operations are performed on the
correct size of bit-words. For the multiplication over
GF(256) that is not a problem because it operates on bytes.
For bitwise XOR on words of bits that is also not a problem.
Because the operation is bitwise on words of bits, changed
bits in one set of bits does not “spill over” so to speak in
other words. If one looks at FIG. 10 of FIPS 197, which
describes the AES protocol, one can see that effectively the
bitwise XOR is done on bytes, in a columns of 4 bytes. This
means that one can interpret AES for the to be FLTed
sections as byte operations. These byte operations can be
stored as 256 by 256 switching tables and by applying the
correct 256-state inverters one may generate the FL.Ted 256
by 256 switching table. This is illustrated in FIG. 6 as
implementation 1000 of a computer implemented program.

However, if ones desires, one may implement the bitwise
XOR, on words of 8 bits as illustrated in FIG. 2. Inverter 201
on inputs inl and in2 are applied to provide inverted n-state
inputs on 202 and 204. An operation 210 is implemented in
a standard way, for instance as an actual bitwise operation,
or as a stored 256-state switching table. The result of 210 is
provided on 205 to reversing inverter rinv to generate n-state
output on 206 of device 212 as described in diagram 200.
Rather than computing and storing an equivalent 256-state
FLTed switching table Different FL.Ted switching tables are
achieved by leaving the core (bitwise XOR or equivalent
table) intact and changing the inverters.

An n-state operation that creates, what is spill-over in a
broken up word, is for instance the addition mod-2>2, as
applied in SHA256 and ChaCha20 for instance. This opera-
tion, fortunately, only needs to be repeatable. In ChaCha20
it is used to generate a final keyword and it is part of the
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rounds in SHA256. The requirements is that when used on
different systems or computers with adequate data the same
results are generated, The +-mod 232 operation is standard
and fast in most computers. Because of the size it was
determined is unpractical to store the equivalent switching
table for + mode-23. Tt is also unpractical to store 32-bit 232
state inverters. Because it is not needed to reverse the +
mod=2>2 operation, the following FLT works very well.
Each input of 32-bit words is split into 4 words of k1, k2, k3
and k4 words. In this example 4 words of 8 bits will be used.
Input 256-state inverters for the 8-bit words are generated
and each 8 bit word is inverted with a 256-state inverter. One
may use the same 256-state inverters or different ones and
the corresponding reversing inverters are created. The
inverted 8 bits are recombined into 32 bit words and the two
“inverted” 32-bit words are summed mod-2>2. The sum is of
course also a 32-bit word and is split again in 4 words of 8
bits. Each 8-bit word is inverted with the corresponding
reversing inverter to generate 8 bits and the resulting 8 bits
are recombined into a 32-bit word. This procedure is also
called an FLT but may be called a partial FLT or pFLT, as
the inputs and outputs are strictly speaking inverted by 4
nl-state inversions. Though one may consider 4 nl-state
inversions of 4 words that form a k bit word to be a 2*-state
inversion.

Strictly speaking the above inversion has a partial input
set to an 2% state inverter. For security one may desire true
2k-state inverters. However, as explained above there are
sufficient 256-state inverters to make a successful brute
force attack unlikely.

The same applies to bitwise XORing. Splitting up a word
of 32-bits seems to generate a sufficiently secure result.
However, one may want to operate a true 2>-state inversion.
As stated above, one may use a computational rule to
determine an n-state inversion and the corresponding revers-
ing inverter. With the above rule it may be tried to attack
inv(i)=a*i+b rules. One way to improve the rule is to FLT the
operation, but that requires a 2>*-state FLT.

One aspect of the present invention is that in cloaking a
modified preferably non-reversible radix-n operation is used
with an n-state reversible function, which ensures that the
radix-n operation has a uniform sum-space even when the
radix-n operation itself is non-reversible. The n-state tran-
sitional function/table is an aspect of that. One may change
the radix-n operation by changing the n-state transitional
function/table. One may also change the n-state reversible
function, for instance by applying an n-state FLT as
explained earlier above. Base functions that one may apply
to modify with an FLT are 1) modulo-n addition; 2)
modulo-n subtraction and 3) addition over GF(n=2k) for
n>2. Each of these base functions cannot be generated from
each other with an FLT.

There are sufficient different n-state non-reversible tran-
sitional functions/table for radix-n operations for n=256 or
greater so that no change in reversible n-state function is
required. For security reasons and/or for practical reasons
one may want to change functions often, for instance when
smaller values for n like n—128 or even n=64 or even smaller
are used. In that case, changes in n-state reversible functions
may be welcome, for instance by FLT, to provide sufficient
security. For any or other of the above reasons, one may
want to introduce a novel reversible n-state base function,
which is an involution that is NOT based in any way on an
XOR (or its related EQUAL) function.

An involution herein is generally a commutative n-state
function that is its own inverse. For instance assume c=sc
(a,b) is a commutative involution, that is c=sc(b,a); a=sc(c,
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b); a=sc(b,c); b=sc(a,c); and b=sc(c,a). The presumably only
n-state function that is known as such is the function often
represented as addition over GF(n=2"k). This involution has
additional desirable properties in that each element a has an
inverse al so that sc(a,al)=z with z a zero element which
implies that sc(a,z)=a for all a. Furthermore, the addition
over GF(2°k) is associative. These properties are desirable in
reversible composite operations. But necessarily for a cloak-
ing operation.

The inventor in U.S. Provisional 63/573,331 to Lablans
filed on Apr. 2, 2024 explains in detail how and why n-state
involutions that are NOT characterized as additions over
finite field GF(27k) are created. A first way to create such an
involution is to generate all self-reversing n-state inverters
for n=2"k. Take as an example k=3 or n=8. One can easily
see that the rows and columns in the standard addition over
GF(8) as in Matlab screenshot 501 of FIG. 5 are all
self-reversing 8-state inverters and same index row and
column in 501 are identical. First of all one has to determine
that there are more than n self-reversing n-state inverters as
a necessary condition. In fact there are 764 self-reversing
8-state inverters out of 40,320 reversible 8-state inverters.
Using a condition of being commutative one may construct
by trial and error a novel commutative 8-state involution.
The steps are then: 1) Make set of 8-state self-reversing

20

32

way applications such as AES-GCM and ChaCha20 and
SHA-256 and others. An advantage of these novel involu-
tions is that they are all reversible. The process for finding
new involutions for n=16 and greater n=2"k may become
computationally prohibitive. One shortcut to create novel
involutions for greater values of n is to perform elementwise
operations like scin64=elementabn(64,2,scin8,8). That is
use elements being words of 2 8-state elements to create
64-state elements and determine the outcome as words of 2
8-state elements by elementwise performing the novel
8-state involution and represent the words as 64-state ele-
ments. Yet another way is to extend the table of an involution
by using the n rows of an n by n involution table, and for
each row add n to elements to form a row extension and
attach the row extension to the row they extend to form an
extended row. Then for the next n rows, take the first n rows,
switch position of the original row and the row extension
and make that the new row of row n+1:2*n. The program
that does that is doublescn( ) of which a Matlab screenshot
is provided in FIG. 22. The resulting table scinl6 created
from scin8 is shown in screenshot FIG. 23.

Furthermore, one may extend the number of novel non-
associative involutions by FLTing the functions.

There are different ways to design a PFT modification,
depending if one uses one or two inverters or three different
inverters. This is worked out in the following table:

output ciph recov X1

x1 x2
inv inv
invl inv2
inv = —
— inv
invl —
— inv2
invl  inv2

ciph = inv(x1) + inv(x2)
ciph = inv1(x1) + inv2(x2)
ciph = inv(x) + x2

ciph = x1 + inv(x2)

ciph = inv(x1l + x2)

x1 = rinv(ciph-inv(x2))
x1 = rinv1(ciph-inv2(x2))
x1 = rinv(ciph-x2))

x1 = ciph-inv(x2)

x1 = rinv(ciph)-x2

inv3  ciph = inv3(invl(x1) + x2) x1 = rinv1(rinv3(ciph)-x2)
inv3  ciph = inv3(x1 + inv2(x2)) x1 = rinv3(ciph)-inv2(x2)
inv3  ciph = inv3(invl(x1) + inv2(x2)) x1 = rinv1(rinv3(ciph)-inv2(x2))

inverters; 2) start with a first (random) row being an 8-state
self-reversing inverter and find a complete set of 8-state
self-reversing inverters that have no elements in common
with another 8-state self-reversing inverter in the earlier set;
3) find the next set that has no common elements in
correspondent positions, in the earlier sets; 4) repeat until n
8-state self-reversing inverters were found. Stop the proce-
dure if no compliant 8-state self-reversing inverters are
available, and start with a next starting 8-state self-reversing
inverter after a procedure has been completed.

FIG. 21 is a screenshot of a partial Matlab program that
performs the above steps for n=8. The steps are repetitive, in
that every time a new self-reversing inverter is looked for in
the set of 369 self reversing 8-state inverters. The procedure
‘nosam( )’ checks that no columns have elements in com-
mon, and ‘findRow( )’ looks for an inverters with a particular
set of beginning elements, dictated by the requirement of
being commutative. Ultimately 369 commutative involu-
tions are found of which 353 are not associative and thus are
not or are not characterized as an addition over a finite field
GF(n). One such non-associative involution is scin8=[1 7 3
45628,73254816;32168475,;45612387,
54821763;68437152;21786534;,217865
34;,86573241].

One may use these commutative involutions in any
encryption to replace the standard involution. However,
because these novel involutions are non-associative one
should take care that execution in applications use the same
order for encryption and decryption. This includes in one
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Furthermore, the operations ‘+” and ‘-’ are used in the
above table. One may replace the ‘+” and ‘-’ with a single
involution operation, like the addition over GF(2%) or a novel
non-associative involution.

The inventor has analyzed and described commutative
n-state functions for n=2"k and disclosed this in U.S. Pro-
visional Application 63/773,331 to Lablans filed on Apr. 2
2024 which is incorporated by reference and referred to for
detailed explanation. The results of the analysis will be
applied here. One aspect found is that all additions over
GF(n=2"k) described in a lookup table are commutative,
thus rows and columns with the same index are identical,
while all rows are different and are self-reversing n-state
inverters. Furthermore, all rows arranged in a commutative
involution matrix only have columns wherein an n-state
element occurs exactly once. Thus an n-state commutative
involution with k=2"k has n different self-reversing n-state
inverters. Furthermore, for instance for n=2"2=4 there are 10
different 4-state self-reversing inverters. For n=8 there are
764 self reversing 8-state inverters out of 40,320 reversible
8-state inverters.

Bitwise operations on words of k bits are also applied in
other cryptographic operations beside encryption and
decryption. For instance they are applied in hashing or
message digest operations, for instance as defined in FIPS
PUB 180-4 Secure Hash Standard (SHS) available from
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.180-
4.pdf which is incorporated herein by reference. SHS defines
words of w bits, for instance w=32. For instance the bitwise
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XOR is applied in functions Maj(x, y, z) (4.3) and Ch(x, y,
7) (4.2) as defined in 4.1.2 of FIPS 180-4 on words of 32-bits
and shown in FIG. 19. For instance 4.3 may be reformulated
as outl1=AND256(x1,yl); outl2=AND256(x1,z1); and
out31=AND256(y1,z1) and aoutl=sc256(outll,outl2) and
outl=sc256(aoutl,outl13). Herein x1, y1 and z1 are 8 bits of
32 bits. The function sc256 is the addition over GF(2"8) and
AND256 is the 256-state representation of the bitwise AND
of words of 8 bits.

One may repeat the above substitution for each of the
8-bit words in w=32. When concatenating the results, one
gets the desired result of 4.3. In a similar way one may
modify operation 4.2 Ch(x, y, z). One may replace the
function sc256 (addition over GF(256)) with the 256-state
commutative involution NOT being an addition over
GF(256). For Ch(x, y, z) that may be a straightforward
replacement as this operation has two components combined
by sc256. However, for Maj(x, y, z) there are 3 components
for determining each set of 8 bits. Unfortunately the 256-
state commutative involution not being an addition over
GF(27k) is not associative. Thus the result of aout1=sd256
(outl1,outl12) and out1=sd256(aoutl,out13) and for instance
aoutl=sd256(outll,outl3) and outl=sd256(aoutl,outl2)
may be different. The result is still repeatable, if the same
order of execution is observed using non-associative opera-
tions on 3 or more operands, such as in (4.4) etc. of FIPS
180-4. Because sd256 is commutative, replacement of sc256
with sd256 in for instance Ch(x, y, z) requires no additional
measures.

Furthermore, FIPS 180-4 defines sets of 32-bit and 64-bit
word constants, which may be inverted with ML-FSR based
inverters. And of course any used n-state commutative
involution (being an addition over GF(n) or not) may be
FLTed by an ML-FSR based inverter. So for instance in
hashing applications one can use the ML-FSR based inverter
to invert the input 32-bit or 64-bit words. Because the
bitwise XOR is on composite elements modified by an
operation different from the one used in generating the
ML-FSR inverter, the output of an FLT modified Ch(x, y, z)
or Maj(x, y, z) using the ML-FSR will generate a modified
output. That may be sufficient to modify the hashing opera-
tion. However, one may replace the addition over GF(n)
(bitwise XOR) with an n-state commutative involution. One
should make sure that this involution (if used without other
changes) is sufficiently different from the addition over
GF(n). This can be achieved by applying a separate (in this
case 256-state) FLT to the involution preferably changing
the zero-element and one-element. This all makes successful
brute force attacks extremely unlikely. It leaves the basic
dataflow of hashing intact and provides a customized and
secure and private hashing method. The same applies for
applying n-state commutative involutions to encryption/
decryption, where an additional FLT of the involution will
significantly increase security. For instance sc256 (addition
over GF(256) and 256-state involution sd256 NOT being
such an addition, created by doubling may have a difference
of 56%, while an FLT of sd256 may have a difference of
85% with sc256.

A system illustrated in FIG. 7 and as described herein is
enabled for receiving, processing and generating data. The
system is provided with data that can be stored on a memory
5101. Data may be obtained from a sensor or may be
provided from a data source. Data may be provided on an
input 5106. The processor is also provided or programmed
with instructions executing the methods of the present
invention is stored on a memory 5102 and is provided to the
processor 5103, which executes the instructions of 5102 to
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process the data from 5101. Data, such as an image or any
other signal resulting from the processor can be outputted on
an output device 5104, which may be a display to display
data or a loudspeaker to provide an acoustic signal. The
processor also has a communication channel 5107 to receive
external data from a communication device and to transmit
data, for instance to an external device. The system in one
embodiment of the present invention has an input device
5105, which may be a keyboard, a mouse, a touch pad or any
other device that can generated data to be provided to
processor 5103. The processor can be dedicated hardware.
However, the processor can also be a CPU or any other
computing device that can execute the instructions of 5102,
including FPGAs and discrete components. The processor
5103 in some embodiments has integrated or connected to it
communication circuitry 5110 with a customized physical
interface. A customized interface may be a connector, an
antenna, a reader or read/write interface or any other physi-
cal interface to transmit and/or receive signals to or from an
external device. Accordingly, the system as illustrated in
FIG. 7 provides a system for data processing resulting from
a sensor or any other data source and is enabled to execute
the steps of the methods as provided herein as an aspect of
the present invention.

Aspects of the present invention can be advantageously
used for and in devices that belong to a controlled commu-
nity. A controlled community herein means that two devices
are instructed, either by locally stored data or from a shared
computing device, which cryptographic method to use and
how a modified n-state switching function or device is to be
determined. Preferably such information is kept confidential
between two devices and, if needed, a server. In accordance
with an aspect of the present invention, such data is available
from a secure server over a secure communication channel.
A computing device herein is a device that contains at least
one digital device that generates one or more signals in
accordance with at least one switching table. The digital
device may be but is not limited to a processor, a controller,
a memory or storage device such as RAM, DRAM, Flash
memory, ROM, PROM, ePROM, disk drive or any other
data storage device, combinational circuitry, integrated cir-
cuits, FPGA, PLA and the like. Illustrative examples of a
computing device include but are not limited to any com-
puter, a desktop computer, a server computer, a blade
computer, a processor, a controller, a laptop computer, a
tablet computer, a smartphone, a chip card, a smart card, an
RFID, a FPGA, a phone, an opening device such as a FOB,
a TV set, a media player. A computing device may be a
stand-alone device. A computing device may be part of a
system wherein the computing device provides and/or
receives and/or processes signals such as data signals.

Several computing device community configurations are
illustrated in FIG. 8. FIG. 8 has a communication network
6100. Network 6100 may be a single network such as a
wireless or wired network or a combination of networks
such as the Internet. The network may be a switched network
or a packet based network, a private network or a public
network or a virtual private network or any other commu-
nication network that enables connection of 2 computing
devices and of 3 or more computing devices. In one con-
figuration two computing devices 6101 and 6102 with
communication circuitry to transmit, receive or transmit/
receive signals are provided. The communication circuitry
016101 and 6102 can transmit signals over a channel 6108.
The channel 6108 is identified as a double arrow. This
indicates that the channel is bi-directional, but it does not
necessarily mean that 6101 and 6102 do both have to
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transmit and receive, though they may. For instance 6101 is
an opening device or a smartcard or any other transmitting
device and 6102 is a computing device that is part of an
access mechanism that is being activated by one or more
signals from 6101. Device 6101 for instance has crypto-
graphic circuitry that generates opening signals that have to
be detected and decrypted by 6102. For that application
wherein each device has the appropriate instructions and
data stored to complete an authenticated transaction, like
opening. In one embodiment of the present invention there
is thus only one way transmission by 6101 and receiving of
data by 6102. The channel is a direct channel, like a wireless
or wired or Near Field Communication (NFC) channel, a
USB connection, a Bluetooth connection or any other direct
connection. For the transaction itself no other channel is
required. The devices 6101 and 6102 may have other
communication capabilities, such as equipment to connect to
network 6100, but are not shown. Devices 6101 and 6102
have different modified n-state switching functions stored on
local memory. These may be updated from time to time.

Devices 6101 and 6102 may also perform some mutual
authentication or for instance key exchange. In that case
6108 is a dual use (send and receive) channel and the devices
6101 and 6102 both have send a receive equipment. The
same applies to devices 6103, 6104, 6105, 6106, 6107 and
6115 and 6116 and communication channels 6109, 6110,
6117, 6118, 6111, 6112, 6113 and 6114.

In one embodiment of the present invention 6115 may be
a gateway server and 6116 may represent one or more
devices connected to the cloud through gateway server 6115
that may implement machine cryptography as disclosed
herein.

Computing devices 6103 and 6104 communicate with
each other via channels 6108 and 6110 via network 6100.
Cryptographic n-state switching functions may be stored
locally and may be provided by secure server 6107 which is
connected to network 6100 via channel 6114.

Device 6115 and 6116 communicate directly via a channel
6117. Device 6115 is also able to communicate with secure
server 6107 via channel 6114. Devices 6105 and 6106 can
directly communicate with each other over channel 6112 and
with server 6107 via 6100 over channels 6111 and 6113,
respectively. As needed 6105 and 6106 can also communi-
cate via 6111 and 6113 via network 6100. Any of the
communication channels, even though illustrated by double
sided arrows may be single direction as dictated by practical
circumstances.

For instance devices 6115 and 6116 communicate directly
via 6112 to complete a transaction, such as withdrawing
money from an ATM 6115 machine with a smartcard 6116
and 6115 uses 6118 for verification from 6107 via network
6100. Assume 6116 to be a chipcard or smartcard which is
connected to 6115. During an established connection 6116
can be updated with additional or replacement modified
n-state switching functions.

Computing devices can be mobile or fixed. For instance
6103 and 6104 are two computing devices that are con-
nected to the Internet, for instance 6103 is a computer, such
as a PC, a smartphone, a tablet and 6104 for placing an order
and 6104 is a server for processing the order. For instance
6103 is a computing device which may be a server, a
computer, a PC, a smartphone, a tablet, a processor and the
like to monitor and/or control an IoT (Internet of Things)
device 6104 with a processor such as a camera, a medical
device, a security device such as a lock or fire monitor, a
thermostat, an appliance, a vehicle or any other device.
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Terms like hash, signature, ciphertext and the like have
been used herein. The purpose is to describe the role of the
related data. But these are of course in the sense of computer
technology messages that are being transferred between
computing devices generally connected through a network.
However, data or messages may also carried on a storage
device, such as a memory stick, a hard drive, an optical drive
a portable device such a a laptop or a smartphone or a tablet
and transferred from these devices to another device.
Machine cryptography as described herein is applied to
protect security and/or authentication of messages, data
and/or devices.

A fortuitous effect of using circuits that can be described
by switching tables of operations such as mod-n and GF(k)
operations, is that one can design in mathematical terms a
useful operation, like a calculation and/or an error-correct-
ing coding and/or a cryptographic operation and realize it
easily on a computer, because the computer includes the
switching operations that are represented by the mathemati-
cal operations. It is again emphasized that the computer
operations are themselves switching operations or devices
and they do not actually perform mathematics, but strictly
physical switching between physical states.

A cryptographic device is a device that generates a
cryptographic signal from an input signal. A cryptographic
signal is a signal derived from an input signal, but wherein
the original input signal cannot be easily reconstructed from
the cryptographic signal without undue experimentation and
effort.

Cryptographic devices include shift register based scram-
blers and sequence generators, encryption and decryption
devices, hash function and message digest devices, signature
generators, private and public key generators, MAC and
HMAC devices, CRC devices, etc. This definition can be
further expanded to: a cryptographic device operates in
accordance with a cryptographic purpose and/or specifica-
tion. The purpose can be encryption/decryption, hash gen-
eration, MAC/HMAC, message digest, private/public key
generation, digital signature, scrambler, streaming cipher
and the like.

The similarity between mathematical operations and
switching operations can be captured as a similarity between
meta-properties of the mathematical operation and its rep-
resenting switching table. For simplicity properties will be
based on finite fields. This covers automatically properties
that other algebraic structures such as groups and rings have.

There are two operations in a finite field GF(n), operation
1 and operation 2. In applications such as cryptography,
these operations are called addition and multiplication. The
origin thereof can be found in modulo-n addition and
multiplication with n being prime, which both are GF(n)
operations. For convenience the terms addition and multi-
plication over a finite field will be used. However, herein
these terms mean the above operation 1 and operation 2,
even if no direct similarity with known addition and/or
multiplication is found.

The properties of the n-state switching tables are as
follows:

both operation 1 and operation 2 are closed and are

defined for a set of n different states (an operation on
n-state inputs, generates an n-state output);

both operation 1 and operation 2 are associative;

operation 1 () has a neutral element (or one-element) e

and an inverse a~* for every element a in the finite field
so that a®Pe=a and a®a~'=e. One may also say that
each element in the switching table of GF(n) is revers-
ible;
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operation 2 (®) has a neutral element (or one-element) e
so that a®e=a and inverse a~' for every element a
(except a zero-element) so that a®a™'=e;

operation 2 (®) has a zero-element z so that aQz=z;

operation 1 and operation 2 are both commutative; and

operation 1 and operation 2 distribute or a®Q(bDc)=(a®b)
D(a®c).

In all published operations on finite fields known to the
inventor the zero-element used s 0 and the one-element is 1.
The use of zero-element 0 and one-element 1 in any kind of
arithmetic is well established and explains why no crypto-
graphic operations exist wherein a zero-element is not 0
and/or the one-element is not 1. Operations that are modified
in accordance with the FLT are largely mathematically
meaningless. For instance an FLT modulo-n operation (addi-
tion or multiplication) has no meaning outside the meaning
as provided herein. One familiar with modulo-n operations
would be unable to place or use FL'Ted operations. Only after
learning about the FLT as disclosed herein or after consid-
erable undue experimentation would one of ordinary skill
perhaps be able to assess usefulness of the FL.Ted switching
tables as disclosed herein. At first sight they would merely
look as random tables, which is of course very good in the
context of cryptography and security. For cryptography, it is
beneficial to have circuits that perform like for instance
finite field arithmetic while the representing symbols do not
comply with known mathematical rules.

Encryption and decryption are reversible operations.
Encryption turns cleartext into ciphertext and decryption
recovers cleartext from ciphertext. In general one may
switch the role of encryption and decryption when they are
different procedures, as for instance in standard AES. The
encryption is done by CIPH( ) and the decryption by
INVCIPH( ). However, one may switch the roles. AES has
several reversible or inverse sub-methods like SubBytes( )
for which an inverse has to be applied for recovery. Another
sub-method like AddRoundKey( ) is self-reversing and is
applied both in encryption and decryption. In AES-GCM the
AES part is applied in a one-way manner. That is, the AES
part in AES-GCM is used to generate a key-stream. That
key-stream is the same in both encryption and decryption.
Thus that part of encryption may be called a one-way
approach or one-way manner. The same applies to for
instance ChaCha20 wherein all the steps of quarter-rounds
are the same in encryption and decryption and thus apply a
one-way method or approach. This despite that the key-
stream generation in principle may be a reversible process.
Hashing of course is a one-way approach, as a receiver
should want to apply the hashing on a message and arrive at
the same hash-value, indicating the authenticity/validity of
the message or an indication that most likely the message
content was not changed.

The generation of base n-state transition arrays using
primitive polynomials are described herein to enable one of
ordinary skill to create those arrays. It was also described
how one can generate the inverse base array and powers of
these arrays like Ah and inverse Ai"h. Herein h is a power
at least h=25, preferably at least h=50, more preferably
h=100 or most preferably h>1,000,000. A reason for such
large values of power h is that it becomes infeasible for an
attacker to try all these powers. An while it may look large
A"1,000,000 with A is a k by k n-state array still generates
a k by k n-state array. Furthermore, a square-and-multiply
approach makes authorized generation of such powers of an
array fairly easy to do, but not easy to predict. One may
pre-generate and store coeflicients of appropriate n-state
polynomials and plug the coeflicients into the canonical
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forms of base transition and base reversing transition arrays.
Only k n-state elements have to be stored and retrieved in
that case. One may also store entire A"h and/or Ai"h arrays
for retrieval from a storage medium and/or memory.

A level of security is achieved by changing parameters of
a cryptographic operation. For instance one may change
parameters for different cryptographic messages being gen-
erated. For instance use different powers of a base array,
and/or use different base transition arrays, and/or use dif-
ferent round or rounds that are modified. One may make the
change between different messages, but also within a mes-
sage. For instance, a large file may be encrypted. In accor-
dance with an aspect of the present invention, one may apply
one or more of the modifications disclosed herein to a
particular round, or to a block being processed. In accor-
dance with an aspect of the present invention, one or more
modification may be to replace a computer function being a
bitwise XOR to 2 words of f bits by a computer function that
is a commutative n=2"f state involution and is NOT an
addition over GF(n). One way to select such a commutative
n-state involution is to select an n-state commutative invo-
lution that has less than preferably 50% of results in com-
mon with an addition over GF(n=2"k) and more preferably
less than 70% using the same input operands.

The following documents are all incorporated herein by
reference in their entirety: 1) Federal Information Processing
Standards Publication (FIPS) 197, Advanced Encryption
Standard (AES), National Institute of Standards and Tech-
nology (NIST), 2001, downloaded from https:/nvlpubs.nist-
.gov/nistpubs/FIPS/NIST.FIPS.197-upd1.pdf; 2) NIST Spe-
cial Publication 800-38D, Recommendation for Block
Cipher Modes of Operation: Galois/Counter Mode (GCM)
and GMAC, NIST, 2007, downloaded from https://nvl-
pubs.nist.gov/nistpubs/legacy/sp/nistspecialpublication800-
38d.pdf; 3) FIPS PUB 180-4, Secure Hash Standard (SHS),
NIST, 2015, downloaded from https:/nvlpubs.nist.gov/nist-
pubs/FIPS/NIST.FIPS.180-4.pdf; 4) FIPS PUB 202, SHA-3
Standard: Permutation-Based Hash and Extendable-Output
Functions, NIST, 2015, downloaded from https://nvl-
pubs.nist.gov/nistpubs/FIPS/NIST.FIPS.202.pdf; 5) NIST
SP 800-185, SHA-3 Derived Functions: cSSHAKE, KMAC,
TupleHash, and ParallelHash, 2016, downloaded from
https://csrc.nist.gov/pubs/sp/800/185/final; 6) Request for
Comments: 1321, The MD5 Message-Digest Algorithm,
1992,  downloaded  from  https://www.ietf.org/rfc/
rfc1321.txt; 7) Request for Comments: 7539, ChaCha20 and
Poly1305 for IETF Protocols, 2015, downloaded from
https://datatracker.ietf.org/doc/html/rfc7539 as well as the
2018 version downloaded from https://datatracker.ietf.org/
doc/html/rfc8439. All of the above cases and applications
mentioned above are incorporated herein by reference.

Also the following are incorporated herein by reference:
U.S. patent application Ser. No. 18/097,396 filed on Jan. 16,
2023; U.S. patent application Ser. No. 17/402,968 filed on
Aug. 16, 2021; U.S. patent application Ser. No. 17/240,635
filed on Apr. 26, 2021; U.S. patent application Ser. No.
16/532,489 filed on Aug. 6, 2019; U.S. patent application
Ser. No. 16/172,584 filed on Oct. 26 2018; U.S. patent
application Ser. No. 15/499,849 filed on Apr. 27, 2017, now
U.S. Pat. No. 10,375,252 issued on Aug. 6 2019; U.S. patent
application Ser. No. 14/752,997 filed on Jun. 28, 2015,
abandoned; U.S. patent application Ser. No. 15/442,556 filed
on Feb. 24, 2017 now U.S. Pat. No. 10,515,567 issued on
Dec. 24, 2019; U.S. patent application Ser. No. 15/244,985
filed on Aug. 23, 2016 now U.S. Pat. No. 10,650,373 issued
on May 12, 2020. All of the above cases and applications
mentioned above are incorporated herein by reference
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A cryptographic device is a computing device that
executes instructions upon input data that are used in a
cryptographic application, including encryption, decryption,
hashing, signature generation and validation, key exchange
operations and any other cryptographic operation that results
in generating cryptographic data. A cryptographic message
may be a message generated by a cryptographic device and
that is transmitted to another device in which the crypto-
graphic data is impossible or at least is intractable to invert
to original data at least without having all confidential
cryptographic parameters. The harder it is to reconstruct
original data from cryptographic data with access to required
parameters, the more secure the cryptographic data is.

The terms array and matrix are used herein. A matrix is a
mathematical term. An array is a structured representation of
sets of data in a computer. In that sense an array may be
represented by a matrix. Where the term matrix is used in
relation to a computer operation the term array may be used
as a more accurate descriptin. But in the context of expla-
nation such distinction is less important. Under condition
that one understands that a matrix on a computer is in fact
an array.

The conversion of long bit sequences to words of n-state
elements may range from for instance sequences of 32 bits
or more, into at least 4 256-state elements. Or 128 bits or
more into at least 16 256-state elements. Or using an entire
set of 512-bits and convert into at least 64 256-state ele-
ments. Or use an input of 1600 bits and convert to 200
256-state elements.

It should be clear that n-state and number of n-state
symbols may be exchanged or optimized. A lower k or
number of n-state elements provides smaller k by k arrays
but a larger n (from n=256 to n=1024 for instance) requires
for instance larger look-up tables. So a sequence of 1600 bits
may be managed as 200 256-state elements or as 160
1024-state elements.

In accordance with various aspects of the present inven-
tion, methods and devices have been provided that cloak
cryptographic operations by modifying computer functions.
In one embodiment the cloaking is achieved by operating on
a sequence of bits as being p n=2"k state elements and
introducing a random or random-like n-state carry or n-state
transitional function and processing 2 sequences of bits with
aradix-n operation on p n-state symbols. A radix-n operation
is short-hand term for a ripple or ripple like addition-like
operation. This in the sense that an n-state reversible func-
tion is applied to generate an n-state residue of processing
two n-state symbols in the p element word with the revers-
ible n-state function and a carry-like or transitional n-state
element by using a novel non-canonical (or not known)
transition/carry/borrow function. The radix-n operation thus
follows the schedule of a radix-n (ripple adder like) addition
or subtraction. However, in the cloaking case the radix-n
operation is preferably not reversible. Furthermore, any
reversible n-state operation may be applied, including a
novel involution and any n-state transitional function.
Because the radix-n operation is preferably not reversible
using terms like addition or subtraction for the radix-n
operation is meaningless and if so used may refer to the
reversible operation. An n-state transitional function in com-
bination with the n-state reversible function in the cloaked
n-state radix-n operation preferably is random or random
like. One condition may be that each n-state elements in the
n-state transitional function as output has no more than
n+n/2 occurrences and not fewer than n-n/2 occurrences.
Another criterion is that an n-state transition/transitional
function represented by a look-up table has no row that has
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n of the same n-state symbols. Another criterion is that an
n-state transition/transitional function represented by a look-
up table has no row that has more than n/2 of the same
n-state symbols. Another criterion is that the n-state transi-
tion function does NOT have a corresponding n-state tran-
sition function that enables a reversing radix-n operation that
recovers an input operand from the output of the original
radix-n operation. Another criterion is that no more than n
zero-elements occur in the n-state transition function or
table. An n-state transition function may be characterized by
an n by n n-state table. One other criterion may be that an
n-state transition table does not have 0 or its equivalence as
being a lowest state value element as zero-element. Certain
n-state reversible n-state functions like modulo-n addition,
modulo-n subtraction and additions over GF(n=2"k) have a
canonical structure for corresponding n-state transition func-
tions or tables. In accordance with an aspect of the present
invention an applied n-state transition function does not
have a canonical form. FL.Ted functions from canonical
structures are expressly NOT canonical structures.

In accordance with an aspect of the present invention an
n-state reversible function may be one of: 1) a modulo-n
addition 2) a modulo-n subtraction; 3) an addition over a
finite field GF(n); 4) an addition over a finite field GF(n=2"k)
5) an n-state involution that is not characterized as associa-
tive; 6) an n-state involution with n=2"k that is not an
addition over GF(n=2"k).

All aspects of the present invention are computer imple-
mented. This means that everything as required is realized as
hardware executable instructions. That means that any com-
puter instruction is ultimately a physical device that may be
switched between physical states. Nothing herein happens
by itself or by wishing it or by thinking it. In that context it
is useful to point out that a function or n-state function is in
actuality a physical device. As discussed earlier, one may
characterize an operation as for instance a modulo-n addi-
tion function. Herein, it means specifically that the descrip-
tion, from the earlier provided Blaauw interpretation, is at
the level of an implementation for instance. It is relatively
easy to understand to describe the functionality in terms of
for instance Matlab instructions. But once the Matlab
instructions are executed or are able to be modified and
executed, one should be rationally aware that underlying
hardware performs the execution and nothing abstract hap-
pens, but only physical processes.

Herein the term FLTed function is used. This relates to a
modification of an n-state function. It may be said a function
is either a pure FLT as shown in FIG. 1. That is, operands are
first inverted and then the inverted operands are processed
by the function and then the result is inverted with the
reversing inverter. Additionally, for functions that may be
conveniently stored in a lookup table, one may run the
configuration of FIG. 1 and store the generated outcome in
a lookup table. This may work for tables up to n=10,000 and
provides a very fast lookup. Both implementations are
explicitly covered by the term FLTed function herein.

Randomness of transitional n-state functions may be of
significance. The randomness may be achieved in several
ways. A simple way is to generate a random or pseudo-
random n by n n-state look-up table which may easily be
achieved by using standard a “programmed randomizer”
which is often an instruction in a programming language like
Matlab. For instance a pseudo-random or random-looking 8
by 8 8-state table may be generated by the instruction
car8=randi([1,8], 8,8). In order to force a more random
looking seed one may initialize a seed in Matlab as: rng
(‘shuffle’). If one desires a cryptographically secure ran-
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domness one may open in Matlab a Java object with
secureRandom=java.security.SecureRandom( ); and gener-
ate each element individually with randomlntegers(i)=se-
cureRandom.nextlnt(8)+1; and place in desired position in
an array. FIG. 24 illustrates the generation of 2 8-state tables
using this approach in consecutive steps generating 2401
and 2402 and showing their difference. The random property
is evidenced by generating for instance 1000 arrays and
determining the occurrences of the different states. The
inventor also performed the generation of different 256 by
256 256-state arrays and noticed that the difference of these
arrays generated only very few zero elements, which is to be
expected when n is a larger integer. Python also has cryp-
tographically quality random integer generator, for instance
in the ‘secret’ module. C also has a cryptographically secure
random generator, for instance in its libsodium module. The
Linux kernel includes a cryptographically secure random
number generator (CSPRNG). And so on. Thus a crypto-
graphically secure integer generator which is called herein a
“programmed randomizer” is well known in computer tech-
nology and is used herein to generate random n by n n-state
arrays.

In general the use of n-state n by n characterized transi-
tional functions wherein any of n states may occur is
beneficial for a random property. However, it is expressly
enabled to select only a set of states from n-states. So, one
may select for instance only elements {1, 4, 7 and 8} to
occur from {1,2, 3, 4, 5, 6, 7 8} to occur in an 8-state
transition function, for instance. In general selecting only a
subset of all possible n-state elements will, if used now and
then, not seriously affect security when n is fairly large as in
n=256 or greater.

The ability to store large n-state look-up tables is limited
by the available storage capability. While one may store
tables of up to 256 GB on a flashdrive, this practically still
limits the word size for which a table may be created and for
effective use on smaller computers 32-bit tables seem to be
more of a challenge to implement. One way to create a
pseudo-random but repeatable way to generate ad hoc
n-state transition elements is by using pre-selected n-state
feedback shift registers or FSRs. How to create a Maximum
Length n-state FSR with a shift register of k n-state elements
is taught in U.S. Non-provisional patent application Ser. No.
18/741,663 filed on Jul. 20, 2024 to Lablans, which is
incorporated herein by reference. The FSR in Ser. No.
18/741,663 (“the 663 application”) may be applied to
reversibly inverter a n"k-state element by running the FSR
for a number of t cycles. The original element may be
recovered by using the n-state representation of the n"k-state
element in the shift register and running the FSR in reverse
direction for pt cycles and the content of the FSR is the
recovered n’'k-element,

One may apply the FSR to generate pseudo-random
n-state elements. For instance, one may run the FSR for t
cycles by applying an initial content of the k n-state elements
of the FSR. One may use the FSR content of one of the k
n-state elements as the pseudo-random n-state value of the
transition array. One may define a transition element of
inputs inrow, incol as position t=inrow*(n-1)+incol and run
the FSR for a number of cycles determined by t and use one
of the k positions in the shift register as a value of an n-state
transitional element. Or even 2 or more n-state elements of
the FSR. One may apply additional rules to further deter-
ministically modify the outcome, for instance by a modulo-n
addition. The use of the FSR enables to circumvent the need
for extremely large memory sizes. For instance for words of
32-bit addition, one may use an ML-FSR of 8 8-bit elements
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which is an 256"8 state FSR. The FSR, because it is ML, will
generate 256°8-1 unique contents. However, 4 of the 8 FSR
elements will create a series of 256™4 elements which is of
course 2°32 as required. One may change the variations by
selecting different FSRs and/or selecting just one or more of
the n-state elements in the FSR. As shown in the 663
application, one really doesn’t have to fully evaluate t
cycles, but can compress the number of steps by pre-
calculating the required transitional array that characterizes
the FSR performing a certain number of steps.
In accordance with an aspect of the present invention, one
may want to use only random or random-like n-state tran-
sition functions of which uniformity of states may be
computed. For a uniform distribution the probability of a
generated n-state is 1/n, with a standard deviation
sigma=sqrt(n"2-1)"/12). For a generated n by n n-state table,
one may compute the actual expectation and variance of all
states in the array. One may then apply a statistical test, for
instance the chi-square test to determine if a pre-determined
confidence level has been met. Other tests that one may
apply include the G-test, Fisher Test, and K-S test. For
practical purposes one may require that the uniformity of the
n-state transitional function preferably meets at least an 80%
confidence level of uniformity based on a chi-square test and
more preferably at least a 90% confidence level of unifor-
mity. A distribution that is substantially uniform herein has
at least an 80% confidence level under a chi-square test.
The article ‘a’ herein signifies one or more instances of an
element, unless specifically intended otherwise. In most
cases one may derive from the text which one is intended.
The invention claimed is:
1. A cryptographic device, comprising:
a memory in a first computing device enabled to store data
in and to retrieve data from, including instructions;
a processor in the first computing device configured to
retrieve instructions from the memory to perform the
steps:
implementing an n-state reversible 2 operand function
and an n-state 2 operand transition function;

processing as a radix-n operation upon two series of p
bits as two words of k n-state elements, the radix-n
operation generating with the n-state reversible 2
operand function an n-state residue element and with
the n-state 2 operand transition function an n-state
transition element, with n an integer greater than 3,
k an integer greater than 1 and p an integer being 16
or greater,

generating with the n-state reversible 2 operand func-
tion with as input operands the n-state residue ele-
ment and the n-state transition element an n-state
output element in an output word of k n-state ele-
ments, wherein the radix-n operation is a non-revers-
ible operation;

generating a cryptographic message from the output
word of k n-state elements in an encryption or a
hashing of an electronic message; and

outputting the cryptographic message on a physical
transmission channel to a second computing device.

2. The cryptographic device of claim 1, wherein n=2"k.

3. The cryptographic device of claim 2, wherein the
n-state reversible 2 operand function is characterized as an
addition over GF(n), with GF(n) being a finite field of n
different elements.

4. The cryptographic device of claim 2, wherein the
n-state reversible 2 operand function is a commutative
involution that is not characterized as an addition over
GF(n), with GF(n) being a finite field of n different elements.
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5. The cryptographic device of claim 1, wherein the
n-state 2 operand transition function is characterized by an
n by n n-state lookup table, with no more than n+n/2 and not
fewer than 1n/2 of each n-state element.

6. The cryptographic device of claim 1, wherein the k
n-state elements are part of a state array in an Advanced
Encryption Standard—Galois Counter Mode (AES-GCM)
encryption and at least one round in an AES-GCM key-
stream generation is modified by replacing a bitwise XOR of
the two words of p bits in the state array by the radix-n
operation on k n-state elements.

7. The cryptographic device of claim 1, wherein the k
n-state elements are part of a state array in an ChaCha20
encryption and at least one quarter-round in a ChaCha20
keystream generation is modified by replacing a bitwise
XOR of the two words of p bits in the state array by the
radix-n operation on k n-state elements.

8. The cryptographic device of claim 7, wherein the k
n-state elements are part of a state array in an ChaCha20
encryption and at least one quarter-round in a ChaCha20
keystream generation is modified by replacing an addition
modulo-2"32 of two words of p bits in the state array by the
radix-n operation on k n-state elements.

9. The cryptographic device of claim 1, wherein the
n-state reversible 2 operand function is an FLTed version of
another n-state reversible 2 operand function.

10. The cryptographic device of claim 1, wherein n-state
2 operand transition function is an FL.Ted version of another
n-state 2 operand transition function.

11. A computer implemented operation, comprising:

implementing an n-state reversible 2 operand function and

an n-state 2 operand transition function on the com-
puter;

processing a radix-n operation on two series of p bits as

two words of k n-state elements, the radix-n operation
generating with the n-state reversible 2 operand func-
tion an n-state residue element and with the n-state 2
operand transition function an n-state transition ele-
ment, with n an integer greater than 3, k an integer
greater than 1 and p an integer being 16 or greater;
generating with the n-state reversible 2 operand function
with the n-state residue element and the n-state transi-
tion element as input operands an n-state output ele-
ment in an output word of k n-state elements, wherein
the radix-n operation is a non-reversible operation;
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generating a cryptographic message from the output word
of k n-state elements in an encryption or a hashing of
an electronic message; and

outputting the cryptographic message on a physical trans-

mission channel to a second computing device.

12. The computer implemented operation of claim 11,
wherein n=2"k.

13. The computer implemented operation of claim 12,
wherein the n-state reversible 2 operand function is charac-
terized as an addition over GF(n), with GF(n) being a finite
field of n different elements.

14. The computer implemented operation of claim 12,
wherein the n-state reversible 2 operand function is a
commutative involution not characterized as an addition
over GF(n), with GF(n) being a finite field of n different
elements.

15. The computer implemented operation of claim 12,
wherein the n-state 2 operand transition function is charac-
terized by an n by n n-state array, with no more than n+n/2
and not fewer than n/2 of each n-state element.

16. The computer implemented operation of claim 11,
wherein the k n-state elements are part of a state array in an
Advanced Encryption Standard—Galois Counter Mode
(AES-GCM) encryption and at least one round in an AES-
GCM keystream generation is modified by replacing a
bitwise XOR of the two words of p bits in the state array by
the radix-n operation on k n-state elements.

17. The computer implemented operation of claim 11,
wherein the k n-state elements are part of a state array in an
ChaCha20 encryption and at least one quarter-round in a
ChaCha20 keystream generation is modified by replacing a
bitwise XOR of the two words of p bits in the state array by
the radix-n operation on k n-state elements.

18. The computer implemented operation of claim 11,
wherein the k n-state elements are part of a state array in an
ChaCha20 encryption and at least one quarter-round in a
ChaCha20 keystream generation is modified by replacing an
addition modulo-2"32 of two words of p bits in the state
array by the radix-n operation on k n-state elements.

19. The computer implemented operation of claim 11,
wherein the n-state reversible 2 operand function is an
FLTed version of another n-state reversible 2 operand func-
tion.

20. The computer implemented operation of claim 11,
wherein n-state 2 operand transition function is an FLTed
version of another n-state 2 operand transition function.
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